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Introduction



What's this presentation about?

e You developed an intuition about the security of mobile systems
— How can you use that knowledge in actual security research?
— Systematically analyze attack surfaces
— ldentify and classify vulnerabilities

e Why?
— Improve the security of mobile ecosystems
— Develop new attack methods and corresponding defenses
— Find and eliminate malware
— Earn some bug bounties or academic title along the way!




Who is joining the hunt?
e Security Research Community

— Universities
— Companies

e Device Manufacturers

e Gray markets
— State Actors
= Military, intelligence services
— Companies
= Selling exploitation kits as products

— Black Hat Hackers
= Ransoms, selling stolen data, ...




Bug Bounty Programs

e Manufacturers realised they are competing with exploit gray markets

e E.g. Zerodium pays up to 2.5mS
— Sells exploits to governments
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https://zerodium.com/program.html

Bug Bounty Programs ™ @ ab OKr—= C

& Categories - Apple Security Research <r Start Page

e Incentivize white hat hackers to invest their time
— Convince black hat hackers to join the good side nousermersction 65000 000

User space
$350,000

e |n theory: Clearly specified scope and payout levels R
— E.g. Meta: Social Engineering Attacks are out of scope user nteraction $1,000,000

Wireless proximity- Application processor

based attacks $1000 000
targeting Apple- B

designed radio

e In practice: Companies are still reluctant to pay bounty components

SKIP TO MAIN CONTENT Unauthorized Access to sensitive user
physical device data

B $500,000

arS TECHNICA BIZ&IT TECH SCENCE POLICY CARS GAMING & CULTURE ~ STORE

App sandbox escape Kernel
$500,000

Three i0S 0-days revealed by researcher
frustrated with Apple’s bug bounty

A B D Séen
Public disclosure comes in wake of other grumblings about Apple's bug bounty behavior. Source: dﬂL@JQ_D_GLﬁp_pJ&_C_QD]

JIM SALTER - 9/24/2021, 8:25 PM

Source: arstechnica.com ISEC T
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https://arstechnica.com/information-technology/2021/09/three-ios-0-days-revealed-by-researcher-frustrated-with-apples-bug-bounty/
https://developer.apple.com/security-bounty/payouts/

Play Store Bug Bounty

e Google even offers bug bounties for the most popular apps on Play Store

L
Google Play Security Reward Program o mm g 9N
Category user r::lsllal:ll‘:haller: apgy app is configured in a ne';':oi“(‘:.g.

Ru | e S interaction installed non-default way MiTM)

Arbitrary
code $20,000 $10,000 $4,000 $1,000
The Google Play Security Reward Program (GPSRP) is a vulnerability reward program offered by Google Play in Sxectition

collaboration with the developers of certain popular Android apps. It recognizes the contributions of security Theﬁt‘?f
sensitive

researchers who invest their time and effort to help make apps on Google Play more secure. (el

Organization/Developer Package Name(s) Source: bughunters.google.com

8bit Solutions LLC com.x8bit.bitwarden Scope

Airbnb com.airbnb.android Only applications developed by Google, by participating developers (in the

) ) ) list below), or with 100 million or more installs are in scope. Only
Alibaba com.alibaba.aliexpresshd

vulnerabilities that work on Android 6.0 devices (with the most up-to-date

Amazon com.amazon.mShop.android.shopping, com.amazon.avod thirdpartyclient, com.ar il Patches) and higher will qualify.

Ayopop com.ayopop

Coinbase com.coinbase.android, org.toshi, com.coinbase.pro

delight.im im.delight.letters

Dropbox com.dropbox.android, com.dropbox.paper


https://bughunters.google.com/about/rules/5604090422493184/google-play-security-reward-program-rules

Bug Bounty Programs: Trends

e Big tech shifts a lot of capital to Al resources

e Raised payouts for high and critical severity findings
— Lowered payouts for lower severity

e Altools lead to a huge increase in submissions
— Until recently, many were completely hallucinated
— Some vendors stopped or paused bug bounty programs

= AUTHORITY Q (G

GENERAL TECHNOLOGY —»

Google Play will no longer pay to discover
vulnerabilities in popular Android apps

The Google Play Security Reward Program is winding down after nearly 7 years.

By Mishaal Rahman - August18,2024 - (D0 ‘< [® Add AndreidAuthority on Google

B Google Play

TL;DR

= Google has announced that it is winding down the Google Play Security
Reward Program.

= The program was introduced in late 2017 to incentivize security

researchers to find and responsibly disclose vulnerabilities in popular
Android apps.

= Google saysitis winding down the program due to a decrease in
actionable vulnerabilities reported by security researchers.




Legal aspects (Austria)

e Legal to analyse / modify services or products for identifying security bugs?
— Very difficult question!

e General questions
— Which jurisdiction applies?
= User country!
— What services / products / parts are covered?

= Very imprecise formulation of ‘computer program’

= |n general: Sequence of computer instructions and corresponding source code
e Plus: Material that supported the development process

= What about the application package?




Legal aspects (Austria)

Strafgesetzbuch / Legal Code
— Compromising a computer system (§118a): 24-36 months of imprisonment

Using hacking tools (§126¢): 6-36 months of imprisonment
Malicious intent is cruciall
= Stealing sensitive data, preventing operation, ...

Urheberrecht / Copyright law

Assuming you are entitled to the use of some software:

Decompilation only allowed for ensuring interoperability (§40¢)
= Exception for matters affecting public safety (§41)

| am no lawyer!

= Decision by EU Court of Justice: Decompilation also for fixing bugs (source: lexalogy.com)

Modifications without redistribution allowed! (§40d)
Violation: 6 months of imprisonment

ISEC Ty



https://www.ris.bka.gv.at/eli/bgbl/1974/60/P118a/NOR40254197
https://www.ris.bka.gv.at/eli/bgbl/1974/60/P118a/NOR40254197
https://www.ris.bka.gv.at/eli/bgbl/1974/60/P126c/NOR40239798
https://www.ris.bka.gv.at/eli/bgbl/1974/60/P126c/NOR40239798
https://ris.bka.gv.at/eli/bgbl/1936/111/P40e/NOR12036608
https://ris.bka.gv.at/eli/bgbl/1936/111/P40e/NOR12036608
https://www.ris.bka.gv.at/eli/bgbl/1936/111/P41/NOR40041614
https://www.ris.bka.gv.at/eli/bgbl/1936/111/P41/NOR40041614
https://www.lexology.com/library/detail.aspx?g=f5b1193c-f423-4f96-bca5-03f5145ecf15
https://ris.bka.gv.at/eli/bgbl/1936/111/P40d/NOR12036607
https://ris.bka.gv.at/eli/bgbl/1936/111/P40d/NOR12036607

Legal aspects (Austria

e End User License Agreements (EULA)
— Often stricter than copyright laws

— Only legally binding if shown prior to purchase / download
=  Source: linux-magazin.de

e Gesetz gegen unlauteren Wettbewerb (~Trade Secret Law)
— Reverse-engineering for extracting trade secrets is legal (§26d)
— Unless agreed otherwise

e Datenschutzgesetz (Data Protection Law)
— lllegal to extract personal data

e Information on foreign jurisdictions:
— E.g. from Electronic Frontier Foundation

| am still no lawyer!

13:53 B %)

< Back Licence

assoclating all other Preinstalled Apps on your
Device. By choosing to associate the Preinstalled
Apps with your App Store account, you agree that
Apple may transmit, collect, maintain, process and
use both the Apple ID used by your App Store
account and a unique hardware identifier collected
from your Device, as unigue account identifiers for
the purpose of verifying the eligibility of your
request and providing you access to the Preinstalled
Apps through the App Store. If you do not wish to
use a Preinstalled App, you can delete it from your
Device at any time.

(d)TYou may not, and you agree not to or enable
others to, copy (except as expressly permitted by
this License), decompile, reverse engineer,
disassemble, attempt to derive the source code of,
decrypt, modify, or create derivative works of the
Apple Softwarjor any services provided by the
Apple Softwaré’or any part thereof (except as and
only to the extent any foregoing restriction is
prohibited by applicable law or by licensing terms
governing use of open-source components that
may be included with the Apple Software). You
agree not to remove, cbscure, or alter any
proprietary notices (including trademark and
copyright notices) that may be affixed to or
contained within the Apple Software.

(e) The Apple Software may be used to reproduce
materials so long as such use is limited to
reproduction of non-copyrighted materials,
materials in which you own the copyright, or
materials you are authorized or legally permitted to
reproduce. Title and intellectual property rights in
and to any content displayed by, stored on or

accessed throug™yearrereeeohg to the

iOS License Agreement
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Grazm



https://www.linux-magazin.de/ausgaben/2007/03/ich-seh-dich-nicht/
https://www.linux-magazin.de/ausgaben/2007/03/ich-seh-dich-nicht/
https://www.linux-magazin.de/ausgaben/2007/03/ich-seh-dich-nicht/
https://www.ris.bka.gv.at/eli/bgbl/1984/448/P26d/NOR40212410
https://www.ris.bka.gv.at/eli/bgbl/1984/448/P26d/NOR40212410
https://www.eff.org/issues/coders/reverse-engineering-faq

Want to be on the safe side in your research?

e Obtain permission from the service / product provider

e Join bug bounty programs
Safe Harbor Provisions

* We consider these terms to provide you authorisation, including under the Computer Fraud and Abuse Act (CFAA),
to test the security of the products and systems identified as in-scope below. These terms do not give you
authorisation to intentionally access company data or data from another person's account without their express
consent, including (but not limited to) personally identifiable information or data relating to an identified or
identifiable natural person.

* |f Meta determines in its sole discretion that you have complied in all respects with these Bug Bounty Programme
Terms in reporting a security issue to Meta, we will not initiate a complaint to law enforcement or pursue a civil
action against you, to include civil actions under the CFAA in connection with the research underlying your report
and DMCA claims against you for circumventing the technological measures that we have used to protect the
applications in scope. Meta will also not pursue legal action against you for clear accidental or good faith violations
of its policy or these terms.

Source: www.facebook.com/whitehat

Important: Check if there are exemptions!



https://www.facebook.com/whitehat
https://www.facebook.com/whitehat
https://www.facebook.com/whitehat

Systematizations

or
A Graphical Intuition on Security



IT Security

We generally concentrate on protecting or attacking assets
Specifically, their

e Confidentiality: Prevent leakage
e Integrity: Prevent modification

e Availability: Prevent destruction




Assets

e User Data
Passwords, Credentials, Activity Logs, Location, Input data, ...

e Application Data
Firmware, Private Keys, Certificates, APl Endpoints, Copyrighted material

e Computing Resources
Keep the system / service operational even in face of an attacker




Security Vulnerabilities

Question: What is a security vulnerability?

Answer: A weakness that allows an attacker to perform actions that
e Were not meant to be possible

e Have negative security repercussions

e Some vulnerabilities are much more important than others
e Various aspects to take into account




Exploit

A vulnerability is only a theoretical problem until someone finds an exploit
e Make use of the vulnerability for elevating privileges

Vulnerable
Protection

2

saba|inLd
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Exploits

e Intuitively, we are looking for vulnerabilities that allow exploits that
— Maximize the impact (the privilege gain)
— Minimise our efforts (the complexity)
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Types of Exploits

In principle: Exploiting any vulnerability allows Elevation of Privilege (EOP)
e E.g. Attacker with root execution = TEE OS code execution

More specific terms for common types
e Remote Code Execution (RCE)
e Denial of Service (DOS)

e Information Disclosure (ID)




Threat Model

e When thinking about a specific exploit, we need to consider the threat model

e “How much can the attacker legitimately do already?”

saba|inLd

A >




Threat Model

The threat model is a list of assumptions about the attacker
e For attacks: Assume an attacker that is not more powerful than X
e Fordefense: Assume an attacker that is at least as powerful as X

e E.g. “Attacker can install & run a malicious app as root”
— The attacker can get all permissions
— The attacker cannot run code in the TEE

e Only a way to elevate permission beyond threat model qualifies as exploit
— Usually requires some background knowledge on target platform!
— The assumed threat model is essential for describing an exploit!

ISEC Ty




Attacker Model

A simplified notion for common threat models

Remote attacker

— Attacker can lure victim to visit web page, reading email, receive SMS
— Attacker can send a message to WhatsApp, Messenger, etc

Proximity attacker
— Attacker is physically in the environment of the victim

Physical attacker
— Attacker has physical access to the device

Local attacker
— Malicious app on the device

Source: source.android.com

ISEC Ty



https://source.android.com/security/overview/updates-resources.html#local-vs-remote

Attack Surface

The parts of a system that can be reached by some attacker
e Parts that process data from user, file, network, IPC, ...

Bug Picture: Google / Apache 2 0



https://fonts.google.com/icons
https://www.apache.org/licenses/LICENSE-2.0.html

Attack Surface and Attacker Model

Total attack surface is composed from different types of attack surfaces

Mo Local Attack Surfaces ,/
N * File system /
S « Sockets /
N « Binder /

Proximal Attack Surfaces Physical Attack Surfaces

Wifi Take the device apart
Bluetooth usB

NFC ADB

. Remote Attack Surfaces =
7 * Network stack S o
Pid « SMS/MMS S o
Pid  Browser N

Bug Picture: Google / Apache 2 0



https://fonts.google.com/icons
https://www.apache.org/licenses/LICENSE-2.0.html

Attack Surfaces and Attacker Model

Different attack surface types reachable with different attacker / threat model

N
N ‘ Local Attacker ’

/

Proximity Attacker

Physical Attacker

Bug Picture: Goagle / Apache 2 0



https://fonts.google.com/icons
https://www.apache.org/licenses/LICENSE-2.0.html

Attack Vector

Specific path an attack takes through the attack surface to exploit a vulnerability

‘

Attacker Model

Bug Picture: Google / Apache 2 0



https://fonts.google.com/icons
https://www.apache.org/licenses/LICENSE-2.0.html

Example Scenario

e Threat Model:
Remote Attacker who knows victim's phone number

e Attack Surface:
Media parser library - Part of remote attack surface due to automated MMS parsing

e Attack Vector:
Sending a maliciously crafted image file

e Vulnerability:
Buffer overflow due to lack of input sanity checks

e Exploit Type:
Remote Code Execution (RCE)




Threat Modelling

Offers a structured answer for “what could possibly go wrong”

Analyse system to identify

e All assets

e Possible attack surfaces

e Relevant threat models and attack vectors

Picture: Google / Apache 2.0

Multiple uses

e Part of design and implementation phase
e Good starting point for research as well!
e Helps evaluate impact or effectiveness of attacks or defenses



https://fonts.google.com/icons
https://www.apache.org/licenses/LICENSE-2.0.html

Vulnerability Disclosure



Vulnerability Disclosure

Now that you've discovered a vulnerability, how do your ethically report it?

e Write a report and/or minimal exploit
— Ensure the vulnerability is clearly described and can be reproduced

e Responsible / Coordinated disclosure:
— Report the find to the vendor and give them time to triage the issue
— Only disclose publicly if vulnerability is fixed and/or ~90 days passed

e Many big vendors have at least an information page on reporting bugs
— Find out whom to contact

More information: OWASP: Vulnerability Disclosure Cheat Sheet ISEC ﬂ-grl.-;!-



https://cheatsheetseries.owasp.org/cheatsheets/Vulnerability_Disclosure_Cheat_Sheet.html

The story of an Android bug (after submission)

Triaging

Assignment of severity score

Working on a fix

Fix is committed and tested

Patch is released as part of Android Security Bulletin
— Or quarterly update
6. Bug can be tracked via its CVE number

— Common vulnerabilities and exposures
— Assigned by vendor for “serious” vulnerabilities

/. Bug bounty is paid

a bk wbd -




Android Security Bulletin

Monthly AOSP updates fix reported security vulnerabilities

e Every update comes with a bulletin describing the fixes
— Detailed vulnerability list including CVE and references to fix commits

e Device manufacturers integrate fixes to release security patches
— Android Security Patch Level on device tells about most recent security update

e Device-specific bulletins also available for some manufacturers

Source: source.android.com



https://source.android.com/security/bulletin

My Mobile Security Research Journey



JuiceJacking (~2011)

Stealthy data extraction through manipulated phone chargers
Airports, Train Stations, Museums, Hotel Rooms, Rental Cars, Power Banks, ...

ISEC i TU



JuiceJacking Mitigations (2013-)

Files on Mobile Phone |
(] Document Lt
Document;z.&t
Photo Lipg

iOS and Android require user consent for USB file access

ISEC Ty




USB on Mobile

Mobile devices use multi-function USB-C ports

= Power
Charge phone or supply peripherals

= USB Host
Data exchange with peripherals

= USB Device
Data exchange with computer

Important: A USB port either acts as USB host or USB device at a given time
— Foundation of JuiceJacking mitigation




ChoiceJacking

Allow USB
File Access?
J L] L]

Core Principle: Establish input event channel in addition to file channel

Allow USB
Filp Access?

([10g

Florian Draschbacher, Lukas Maar, Mathias Oberhuber, and Stefan Mangard. ChoiceJacking: Compromising Mobile Devices through Malicious Chargers like a Decade Ago. In:

USENIX Security 2025. ﬂ
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ChoiceJacking: 3 Attack Techniques

= T1: Flaw in Android Open Accessory Protocol (AOAP)
= Against specification: Concurrent HID events and file exchange (MTP) possible

= T2: Race Condition in Android input dispatcher
= Process events after role swap

E
H'l"lc' !'-:'m'ln.s-l-u N USB haost
eanr | |J'H1-'|" USB device

ol

Allow USB
File Access?

= T3: Pivoting via Bluetooth HID MTP md !
= jOS and Android! AOAP




ChoiceJacking: Evaluation

= 11 devices across Android and iOS
= Samsung, Xiaomi, Vivo, Oppo, Huawei, Honor, Google, Apple

= All susceptible to at least 1 technique

s %2701 1 x@ IR
P A Tl

o i .3 - *
piie JuiCeJacking Rev 1
Oroschbacher /AKX -~
C408

= Some attacks faster than a human blink
= Samsung: ~130 milliseconds

= Even worked on locked screens for some vendors Tk LT




ChoiceJacking: Disclosure

= Responsibly disclosed 21 security issues
= 16 vendor-specific, 4 upstream Android, 1 i0S issue

= 5 CVEs, 1 high severity
= Samsung, Apple, Google, ...

= Fixes in Android 15 andiOS 18.4
= Require authentication for USB file access




Mobile Supply Chains




Direct APK Distribution (-2018)

End User

Developer

Android Package Android Package

{ } E { } z

Code st = Code aarchf4 armeabi g’
= ) 0D O | = -
Manifest Assets X6 MIPS f - \ Manifest Assets w0 i
R 11N (A us §
E Idpi mdpi il E' Idpi midpi §
*[& & FRES: E o :

hdpi  xhdpi ® hdpl  xhdpi ]

___________________________________________________

T
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Florian Draschbacher and Lukas Maar. Manifest Problems: Analyzing Code Transparency for Android Application Bundles. In: ACSAC 2024 ISEC




Android App Bundle (AAB; 2018-)

Developer

Android Application Bundle

L

Code

Manifest Assets

5 63,

aarch64 armeabi ==

<
()

L]

o
g Idpi mdpi
E
e ill, AA
hdpi xhdpi

x86 MIPS
X US :
FR ES £

End User

Android Package

Code Manifest Assets

US [a
aarch64 hdpi

Configuration Splits

N - -

_____________________________
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Code Transparency for Android App Bundle (2020-)

Developer

Android Application Bundle

End User

Android Package

{3 &5,

Code aarch64 armeabi = <
@ |—
b r
o — :8; I\ZPS @ Code Manifest Assets
Manifest Assets
(7]
- > 2 Q
, = Us 3 Us [
> Idpi mdpi g aarch64 hdpi
= o
T |aal |aa FR ES z Configuration Splits
hdpi  xhdpi o

' ﬁ Key exclusively held by developer

6 Key held by the app store operator
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Manifest Problems

We identified design and implementation flaws exploitable in 5 attacks

Attack Attacker Condition
Stripping CT Any None

Modifying Assets  Any Relevant Assets
Inject Shared Privileged / Unprivileged None

Library

Debuggable Flag Privileged None

Backup Opt-In Privileged < Android 14

Goal: Code execution in context of target app OR Data extraction




Large-Scale Analyses

= Apps that use AAB and Code Transparency
= Google Play: 46% (AAB), 0.0014% (CT) of 3.3m apps
= Huawei AppGallery: 0.04% (AAB), 0% (CT) of 240k apps

= Executable Assets in Popular Google Play Apps
= 22% of 6648 apps cannot use CT (DEX/SO in assets)
= 52% susceptible to code execution through asset manipulation
= |fthey used CT




Case Study

=  Microsoft Loop (uses Code Transparency)

= |nject shared static library into app manifest:

<uses-static-library
android:name="com.attack.library"
android:version="1"
android:certDigest="F7..9d">

</uses-static-library>

=  Bundletool still reports intact CT
= Static library executes in context of MS Loop

' Google Play Q ®

n Microsoft Loop

Microsoft Corporation
In-app purchases

100K+ D
Downloads Parental guidance ©®
Install

« Share [¥] Add to wishlist

[0 Youdon't have any devices




Case Study

=  Microsoft Loop (uses Code Transparency)

= |nject shared static library into app manifest:

Loop

Log into your Microsoft Account

<uses-static-library
android:name="com.attack.library"
android:version="1"
android:certDigest="F7..9d">

</uses-static-library>

=  Bundletool still reports intact CT
= Static library executes in context of MS Loop

Login

All your data is processed very securely!!!




APl Misuse

“Developers keep re-introducing (crypto) APl misuse into their codebase”

- 1Gao+2019

= Developers unable or unwilling to patch issues

= High prevalence of API misuse in apps

= Still no systemic solution for many cases
= 3rd party mitigations are limited & purpose-specific

— Automated On-Device Mitigation for Crypto API Misuse

2019 IEEE/ACM 16th sional Conference on Mi fuware Repasitories (MSR)

Negative Results on Mining Crypto-API Usage
Rules in Android Apps

Jun Gao®, Pingfan Kong®, Li Lif, Tegawendé F. Bi

ndé*, Tacques Klein®

*University of Luemboury, Lusersbourg
[

{jun g, pingfan ken

Australia
ssyande, jacques Kiein | uni lu

1@ monash.edu
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written as the process does mot scale to all avalable APle. On the
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this work,
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ates tend o correct misses. Actually, it appears that
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L INTRODUETION
Although software systems bave greatly impacted the ef
ficlency of transactions and communications i our digital
world, the security and privacy dssues that th bave
been ruising concems among al 5

et the software development mmwmx, s now g
implement mesns (o protect user assets, \mnb\\ r,
using cryplography fer ensuring confidentiality of dats and
wransetions, s well as the anthenticity of informasion. Un-
fortunately, several secent studies [1], (2], [3] have revealed
tht developer make mistakes when v
APl (hereafier, coyplo-APls is used for sho), even thoss
APIs implemented in widely used hibraries such 3 the Java
Cryptogsaphy Asclitectuse (JCA). These misusss, which may

ad to securty mishaps (4], [5), actually carry an illusion
af safety for users and developers. Consequently, the research
comsmunity has sarted a wew eflon Wwwards improving the

i s of cypio-ATLs e (6 (7

To properly use cryplo-APls, developers must leam the
APL wsage rules. Similarly, to validate code, and
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against & dutbose of the sssociated APL usage rules. To the
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such approaches offec a high degree of reliability, they may
require extensive security expertise, aad do not seale 10 the
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recurrent API updates).
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effective in operating system code [11] where the majority
of developers have a significant level of expertise [12],
(131, B the Android commuaity, bowever, most developers
are novice and their usages of cryplo-APls are generslly
incorrect [14]
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pm,mu o mine comamit messages from soflwase version

iy fixes of APL usages and infer the
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the AndraZoo [17] dataset where successive apk releases ase
coatimmously ceawled for the research commuaity
Our main assumption far inferring erypio-API wsage ralex
by mining code updates s that “AP1 usage updates
generally transorm incorrect usapes into correct us-
ages . Although this assanption is infaitively reasonable
our imvestigations have vielded contradictory results. We

Autherizes

2026 8 11,0825 UTG from IEEE Xpkoen, Resirctons apply.
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CryptoShield

1. Define mitigation for 10 most critical crypto misuse cases
2. On-device agent that injects instrumentation module

Instrumented App Package

Original App Package

Application Code
Crypto API Calls |

JCA (Android Framework)

Application Code

Crypto API Calls

Instrumentation Module

JCA (Android Framework)

-

Florian Draschbacher and Johannes Feichtner. CryptoShield: Automatic On-Device Mitigation for Crypto API Misuse in Android Applications. In: AsiaCCS

2023. ISEC ﬂ-ggl




CryptoShield

1. Define mitigation for 10 most critical crypto misuse cases
2. On-device agent that injects instrumentation module

Instrumented App Package

Original App Package

Application Code
Crypto API Calls |

JCA (Android Framework)

Application Code
Crypto API Calls

-

Instrumentation Module

JCA (Android Framework)




CryptoShield

1. Define mitigation for 10 most critical crypto misuse cases
2. On-device agent that injects instrumentation module

Original App Package

Application Code
Crypto API Calls |

JCA (Android Framework)

-

Instrumented App Package

Application Code

Crypto API Calls

Instrumentation Module %
Inspect & Mitigate

JCA (Android Framework)




CryptoShield: Mitigation Procedures

Misuse Case: Implicit ECB Mode for AES

Cipher Init

App Cipher.getinstance() Encryption  Decryption

Upgrade To Generate IV

Instr.

Module Extract IV

CBC Prepend to Ciphertext Through

l

Return Wrapper

JCA Cipher.getinstance()




4:32 @ & v 4+ 0

Monitor DISABLE SERVICE

Telegram generated a random value for
crypto
The operation is properly secured  4:32:27 PM

Telegram communicated via TLS
The connection is properly secured 4:32:27 PM

Telegram communicated via TLS
The connection is properly secured 4:32:27 PM

Telegram started

The app's crypto APl uses will be
monitored. 4:32:27 PM

Discord communicated via TLS
The connection is properly secured 4:32:20 PM

Discord communicated via TLS
The connection is properly secured 4:32:20 PM

Discord communicated via TLS
The connection is properly secured 4:32:20 PM

Discord communicated via TLS
The connection is properly secured 4:32:20 PM

Discord started

The app's crypto APl uses will be
monitored. 4:32:19 PM

000000000

App Details

Messenger Lite
com.facebook.mlite

~ Version

256.0.0.16.119

APP INFO UNINSTALL

Settings

Activate Protection

If enabled, CryptoPatcher will .
automatically try to fix all detected crypt...

Recent Events

Today

Messenger Lite communicated via TLS

As  CryptoPatcher protected your
privacy from an insecure
operation! 9:46:32 PM

Messenger Lite communicated via TLS

A CryptoPatcher protected your
privacy from an insecure
operation! 9:45:33 PM

Messenger Lite communicated via TLS

CrintnDatahar nratacntad vaur

< -

9:33 £

& Event details

android.security.keystore. AndroidKeyStoreBCWorkarou
ndProvider

API Method
init

Parameters

[1, android.security.keystore
.AndroidKeyStoreSecretKey@6b642c92,
javax.crypto.spec.GCMParameterSpec@da9e326,
java.security.SecureRandom@4822c26]

Timestamp
Jul 19,2021 9:33:19 PM

Security Status
Insecure

Protection Status
Protected

Algorithm
AES/GCM/NoPadding

Mode
Encryption

Key

<Unknown>

%
4C786248694A68685558636A
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CryptoShield: Evaluation

= Automated analysis
=  Crypto APl misuse mitigated in 96 % of vulnerable apps

= Performance
= Minimal size (5 %) and runtime (100 ms worst-case) overheads

= Functionality retained for 92 % of 99 popular apps

= Synthetic detection benchmark
= No FN, better FP than CryptoGuard

= Case studies of 2 critically vulnerable apps




Conclusion



Mobile Security

In this course, you learned about

Key and Data Storage on Mobile devices
iOS Platform Security

I0S Application Security

Android Platform Security

Android Application Security

Mobile Hardware Security

Mobile Security Research

All slides are available on the course website




Further Resources 1

e Documentation
— Android developer documentation
— Android platform documentation and source code
— Apple Platform Security

e Books
— Jonathan Levin: MacOS and iOS Internals
— Jonathan Levin: Android Internals
— Aditya Gupta: The loT Hacker's Handbook



https://developer.android.com/
https://developer.android.com/
https://source.android.com/
https://source.android.com/
https://support.apple.com/en-gb/guide/security/welcome/web
https://support.apple.com/en-gb/guide/security/welcome/web

Further Resources 2

e Online Courses

— Mobile Systems and Smartphone Security
=" Includes 21 CTF-style challenges!

e Scientific Publications
— dblp.org computer science bibliography
— Google Scholar

— Conference Proceedings
= Usenix Security, NDSS, ACM CCS, IEEE S&P

e Vulnerability Writeups
— Google Project Zero
— NowSecure

ISEC Ty



https://mobisec.reyammer.io/
https://mobisec.reyammer.io/
https://dblp.org/
https://dblp.org/
https://dblp.org/
https://googleprojectzero.blogspot.com/
https://googleprojectzero.blogspot.com/
https://www.nowsecure.com/mobile-app-breach-news/
https://www.nowsecure.com/mobile-app-breach-news/

What's next?

e Congrats, you're a mobile security researcher now © 2\

e How can you find interesting new challenges in the domain?
— Contribute in real-world security research
— Deepen your knowledge

e Join ISEC!
— Master theses
— Research and teaching

Send me an email: florian.draschbacher@tugraz.at



mailto:florian.draschbacher@tugraz.at
mailto:florian.draschbacher@tugraz.at
mailto:florian.draschbacher@tugraz.at
mailto:florian.draschbacher@tugraz.at

APPLY FOR A
STUDENT STIPEND!

Summer School
for Cybersecurity Fill out the application survey and
at TU Graz upload a CV + a short motivation letter

DEADLINE: June 28"

07.-11. SEPTEMBER

WWW.SECURITYWEEK.AT




e 26.06.2026,10:00-12:00,HS i12
— Exam option 1

e 10.0/7.2026, 10:00-12:00, CCGEGO02 stion 0P
— Exam option 2 Exam
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