Side-Channel Security

Chapter 5: Software-based Fault Attacks

Jonas Juffinger
March 27, 2025

www.isec.tugraz.at

Ty,

Jonas Juffinger — www.isec.tugraz.at



ROWHAMMER



Rowhammer www.tugraz.at

e Hardware fault of the DRAM [17]

for (i = 0; i <N; ++i) {

aggressorl xaggressorl;
Victim xaggressor2;
aggressor2 flush (aggressorl);

flush (aggressor2);
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e Hardware fault of the DRAM [17]

e Frequent accesses flip bits in neighboring rows

for (i = 0; i <N; ++i) {

aggressorl xaggressorl;
WIIA xaggressor?2 ;
aggressor2 flush (aggressorl);

flush (aggressor2);
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e Hardware fault of the DRAM [17]
e Frequent accesses flip bits in neighboring rows

e Worse with every new DRAM generation
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e Hardware fault of the DRAM [17]
e Frequent accesses flip bits in neighboring rows
e Worse with every new DRAM generation

e Enables attacks, many countermeasures proposed

for (i = 0; i <N; ++i) {

xaggressorl ;

aggressorl
WA xaggressor?2 ;
aggressor? flush (aggressorl);

flush (aggressor2);
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Bank 12 Bank 13 Bank 14 Bank 15
Bank 8 Bank 9 Bank 10 Bank 11
Bank 4 Bank 5 Bank 6 Bank 7
Bank 0 Bank 1 Bank 2 Bank 3
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Bank 4 Bank 5 Bank 6 Bank 7 Bank Group 1
Bank 0 Bank 1 Bank 2 Bank 3 Bank Group 0
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Bank 12 Bank 13 Bank 14 Bank 15 Bank Group 3

Bank 8 Bank 9 Bank 10 Bank 11 Bank Group 2

Bank 4 Bank 5 Bank 6 Bank 7 Bank Group 1
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Rank A
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Channel B
Channel A
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Rank A
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Channel B
Channel A

Bank 12 Bank 13 Bank 14 Bank 15 Bank Group 3

Bank 8 Bank 9 Bank 10 Bank 11 Bank Group 2

Bank 4 Bank 5 Bank 6 Bank 7 Bank Group 1

P= Bank 0 Bank 1 Bank 2 Bank 3 Bank Group 0
RT3

Rank A

4 banks X 4 bank groups X 2 ranks X 2 channels = 64 banks total
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g Sense Amplifier
Row Buffer
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DRAM bank

CPU wants to access row 1
11111111111111
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DRAM bank

CPU wants to access row 2
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DRAM bank

11111111111111

11111111111111

11111111111111

11111111111111

11111111111111

row buffer

CPU wants to access row 2
— row 2 activated

— row 1 closed

copy
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DRAM bank

CPU wants to access row 2
11111111111111

— row 2 activated
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— row 1 closed
00000000000000
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CPU wants to access row 2
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DRAM bank
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— slow (row conflict)
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How reading from DRAM works www.tugraz.at

DRAM bank

CPU wants to access row 2—again
11111111111111

— row 2 already in row buffer
11111111111111

— fast (row hit)
00000000000000

11111111111111

11111111111111

row buffer
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How reading from DRAM works www.tugraz.at

DRAM bank

11111111111111

11111111111111

00000000000000

11111111111111 row buffer = cache

11111111111111

row buffer
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Cells leak faster upon proximate
accesses — Rowhammer
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DRAM bank

11111111111111 bit flips in row 2!
11111111111111 /
10111110101111 :

11111111111111

Cells leak faster upon proximate

11111111111111

accesses — Rowhammer

row buffer
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How widespread is the issue?
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e 385% affected [17] (see Figure)

e First believed to be safe

e > 90% affected (with active
countermeasures) [14]

e One DIMM found

Errors per 10° Cells

10°
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10!
10°

¢ A Modules = B Modules C Modules

2008 2009 2010 2011 2012 2013 2014
Module Manufacture Date
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U Memory accesses must be
JE e uncached: reach DRAM
v = e fast: race against the next row refresh

e targeted: reach specific row
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* * ) e clflush instruction — original paper [17]
[ ’ e cache eviction [1, 9]
‘ * e non-temporal accesses [24]

e uncached memory [29]
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BAO «—p¢
BA1 «P¢
by

|
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ch.

e fixed map: physical addresses — DRAM cells
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BGO ¢« P
X
BG1 « De
Rank ¢ De
BAO «—p¢
BA1 «P¢
by

|
.22,21,20,19,18,17,16,15,14,13,12,11,10,9, 8 , 7 6 .
ch.

e fixed map: physical addresses — DRAM cells
e undocumented for Intel

e reverse-engineering for Sandy Bridge, Sandy, Ivy, Haswell, Skylake, ... [23, 26]

Jonas Juffinger — www.isec.tugraz.at



Physical addresses and DRAM www.tugraz.at

BGO ¢« P
X
BG1 « De
Rank ¢ De
BAO «—p¢
BA1 «P¢
by

|
.22,21,20,19,18,17,16,15,14,13,12,11,10,9, 8 , 7 6 .
ch.

fixed map: physical addresses — DRAM cells
e undocumented for Intel

e reverse-engineering for Sandy Bridge, Sandy, Ivy, Haswell, Skylake, ... [23, 26]

using the timing difference between row hits and row conflicts
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How to exploit random bit flips?
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e They are not random — highly reproducible flip pattern!

1.

Choose a data structure that you can place at arbitrary memory
locations

Scan for “good” flips

Place data structure there

Trigger bit flip again

Jonas Juffinger — www.isec.tugraz.at



Page Table Entries www.tugraz.at

Jonas Juffinger — www.isec.tugraz.at



Page Table Entries www.tugraz.at

P IRWIUSIWTIUC|R|D|S |G Ignored

Ignored X

Jonas Juffinger — www.isec.tugraz.at



Page Table Entries www.tugraz.at

P IRWIUSIWTIUC|R|D|S |G Ignored

Vo al I\IIIML\QV
OBC NuUrirrouCi

Ignored X

Jonas Juffinger — www.isec.tugraz.at



Page Table Entries www.tugraz.at

P IRWIUSIWTIUC|R|D|S |G Ignored

Vo al I\IIIML\QV
OBC NuUrirrouCi

Ignored X

Each 4 KB page table consists of 512 such entries
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1. Scan for flips

NEEER]
: . : U U : 2. Exhaust or massage memory to place a page table at target

location
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Strategy: Flipping Page Table PPN bits www.tugraz.at

. Scan for flips

. Exhaust or massage memory to place a page table at target

location

. Gain access to your own page table — kernel privileges
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virtual mem. physical mem.
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aggra
- PTE> F o
vaddry - \
1
1
/I
paddr; -
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Mitigations www.tugraz.at

Different mitigations have been proposed:

VS

Detection Prevention
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Different mitigations have been proposed:
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Original ideas from [17]
e Making better DRAM chips that are not vulnerable
e Using error correcting codes (ECC)

e Increasing the refresh rate

e Remapping/retiring faulty cells after manufacturing

Identifying hammered rows at runtime and refreshing neighbors

— Expensive, performance overhead, or increased power consumption
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Quick fixes
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e No clflush instruction —
Eviction
X X e Increase the refresh rate

— Would need to be increased
by 7x to eliminate all bit

flips
— Implementation: increased by
2x by BIOS vendors

Errors
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ECC protection: server can handle or correct single bit errors

No standard for event reporting

In practice [19]

e Common: server counts ECC errors and report only if they reach

m a threshold (e.g., > 100 bit flips / hour)

e Some server vendors never report errors to the OS
e One server did not even halt when bit flips were non-correctable

ECCploit actively targeting ECC DRAM with Rowhammer [5]
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MASCAT - Stopping Microarchitectural Attacks Before Execution
[12]

e Static analysis of the binary
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[12]

FONQANe, e Static analysis of the binary
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e Detect suspicious instruction sequences
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\ e Open problems
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e Self modifying code

Jonas Juffinger — www.isec.tugraz.at



Preventing Rowhammer attacks in software www.tugraz.at

MASCAT - Stopping Microarchitectural Attacks Before Execution
[12]

FONQANe, e Static analysis of the binary

' | O

e Detect suspicious instruction sequences

| 2.0 (clflush, rdtsc, fences, ...)
\ e Open problems

e False cositives
e Self modifying code
e ThrowHammer [28], NetHammer [20]
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B-CATT G-CATT

e B-CATT: disable vulnerable physical memory
2]

o G-CATT: isolate security domains in physical

memory based on potential vulnerability [2]
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e B-CATT: disable vulnerable physical memory
2]

o G-CATT: isolate security domains in physical
memory based on potential vulnerability [2]

B-CATT: Might block 95% of RAM [8, 30]
G-CATT: What about non-kernel or shared pages? [3, 8]
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Preventing Rowhammer attacks in software www.tugraz.at

B-CATT G-CATT

e B-CATT: disable vulnerable physical memory
2]

o G-CATT: isolate security domains in physical
memory based on potential vulnerability [2]

B-CATT: Might block 95% of RAM (8, 30]
G-CATT: What about non-kernel or shared pages? [3, 8]
G-CATT: Bit flips more than 8 “rows” apart [8, 17|, Half-Double Rowhammer [18]
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Detecting Rowhammer attacks www.tugraz.at

e Rowhammer: lots of cache misses that can be monitored with hardware
performance counters [4, 10, 11, 22]

Cache misses (normalized) Cache hits (normalized)

10°

0 1 d
i ofor ope! o1 e - s +Re\oa Row“amme(

¥
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e Rowhammer: lots of cache misses that can be monitored with hardware
performance counters [4, 10, 11, 22]

Cache misses (normalized) Cache hits (normalized)
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¥

What if performance counters do not work because we run in SGX? [8, 13]
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Target Row Refresh (TRR) cont. www.tugraz.at

e Counter per row too expensive

e Small number of counters

e Can be tricked to count not hammered rows
e Complex many sided access patterns

e TRRespass [7, 25]

e Blacksmith [14]

e Getting pretty good in DDR5 DRAM
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Defenses Overview www.tugraz.at

g,
Defense N

Methodology
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Static Analysis @ O O © O O O O O O O O O O O O O
Performance Counters O © @ © @ ® ® O O O O O O O O O O
OO0OO0OO0O0O0Cee®OO0O0O0O0O0O0O0

NEUTRALIZATION
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What if you don’t need to hammer two or more rows?

One-location hammering



How to hammer? www.tugraz.at

e There are two different hammering techniques
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How to hammer? www.tugraz.at

e There are two different hammering techniques

e #1: Hammer one row next to victim row and other random rows

e #2: Hammer two rows neighboring victim row
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e There are two different hammering techniques

e #1: Hammer one row next to victim row and other random

rows

e #2: Hammer two rows neighboring victim row
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e There are three different hammering techniques

e #1: Hammer one row next to victim row and other random

rows

e #2: Hammer two rows neighboring victim row
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Hammering techniques www.tugraz.at

There are three different hammering techniques

e #1: Hammer one row next to victim row and other random

rows

#2: Hammer two rows neighboring victim row

#3: Hammer only one row next to victim row
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#3 - One-location hammering / Rowpress www.tugraz.at

DRAM bank

11111111111111
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#3 - One-location hammering / Rowpress www.tugraz.at

DRAM bank

11111111111111

11111111111111

11111111111111

activate 11111111111111

11111111111111

11111111111111

11111111111111

11111111111111
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#3 - One-location hammering / Rowpress

www.tugraz.at

DRAM bank

11111111111111

bit flips

11111111111111

10111110101111

E

11111111111111

11111111111111

11111111111111

11111111111111

11111111111111
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=] dgruss@lab05: ./rowhammer 13

File Edit Wiew Search Terminal Help

dgruss@lab05 ~/flipfloyd (git)-[mastzr] % make
g++ -std=c++11 -03 -o rowhammer rowhammer.cc
dgruss@lab@s ~/flipfloyd /git) -[master] % ./rowhammer 13

Allocating memory... 9@



One-location hammering / Rowpress www.tugraz.at

Two underlying reasons:
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Two underlying reasons:

e Memory-controller page policies
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Two underlying reasons:

e Memory-controller page policies
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One-location hammering / Rowpress wwuw.tugraz.at

Two underlying reasons:

e Memory-controller page policies e Physical effect called RAS-clobber
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One-location hammering / Rowpress wwuw.tugraz.at

Two underlying reasons:
e Memory-controller page policies e Physical effect called RAS-clobber

e Recently shown in Rowpress
paper [21]
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Memory-Controller Policies www.tugraz.at

O-1-0-1-O e Open-page policy: Keep row opened and buffered

1-0-1-O-|
O-1-0-1-0
1-0-1-O-|
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O-1-0-1-0
1-0-1-0-|

O-1-0-1-0
1-0-1-0-|

e Open-page policy: Keep row opened and buffered

e Low latency for subsequent accesses to same row
e High latency for accesses to any other row
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www.tugraz.at

O-1-0-1-0
1-0-1-0-|

O-1-0-1-0
1-0-1-0-|

e Open-page policy: Keep row opened and buffered

e Low latency for subsequent accesses to same row

e High latency for accesses to any other row

e Closed-page policy: Immediately close row, ready to open a

new row
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www.tugraz.at

O-1-0-1-O e Open-page policy: Keep row opened and buffered
e Low latency for subsequent accesses to same row
| O | O | e High latency for accesses to any other row

O-I-O'I-O e Closed-page policy: Immediately close row, ready to open a

1-0-1-0-| I

e Medium latency for accesses to any row
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Controller Policies www.tugraz.at

O-1-0-1-0
1-0-1-0-|

O-1-0-1-0
1-0-1-0-|

e Open-page policy: Keep row opened and buffered

e Low latency for subsequent accesses to same row
e High latency for accesses to any other row

e Closed-page policy: Immediately close row, ready to open a
new row

e Medium latency for accesses to any row
e Perform better on multi-core systems [6]
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How well does it work? www.tugraz.at

Double-sided Single-sided One-location
77.0% bit offsets 78.5% bit offsets 36.5 % bit offsets
51.7% 0—1 bit flips 54.1% 0—1 bit flips 51.6 % 0—1 bit flips
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Hammering techniques www.tugraz.at

There are three different hammering techniques

#1: Hammer one row next to victim row and other random rows

#2: Hammer two rows neighboring victim row

#3: Hammer only one row next to victim row
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Hammering techniques www.tugraz.at

There are four different hammering techniques

#1: Hammer one row next to victim row and other random rows

#2: Hammer two rows neighboring victim row

#3: Hammer only one row next to victim row
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Hammering techniques www.tugraz.at

There are four different hammering techniques
e #1: Hammer one row next to victim row and other random rows

e #2: Hammer two rows neighboring victim row

e #3: Hammer only one row next to victim row

e #4: Hammer from a larger distance with the help of TRR [18]
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Half-Double Rowhammer www.tugraz.at
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Half-Double Rowhammer www.tugraz.at

11111111 6

11111111

11111111 6

11111111

11111111

11111111

Jonas Juffinger — www.isec.tugraz.at



Half-Double Rowhammer www.tugraz.at

11111111

11111111

[ e

111111114

11111111

11111111

11111111

Jonas Juffinger — www.isec.tugraz.at



Half-Double Rowhammer www.tugraz.at
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Half-Double Rowhammer www.tugraz.at
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Half-Double Rowhammer www.tugraz.at

11111111

11111111

11111111

0 00 Bit flip!

11111111

11111111
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Half-Double Rowhammer www.tugraz.at

o e TRR is a confused deputy
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Half-Double Rowhammer www.tugraz.at

o e TRR is a confused deputy

e it helps an attacker to hammer with greater distance
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Half-Double Rowhammer www.tugraz.at

o e TRR is a confused deputy
e it helps an attacker to hammer with greater distance

e Rowhammer still changes and is not fully understood
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Half-Double Rowhammer www.tugraz.at

o e TRR is a confused deputy

it helps an attacker to hammer with greater distance

Rowhammer still changes and is not fully understood

Developing countermeasures for a such a problem is hard
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What if we cannot target kernel pages?



What if we cannot target kernel pages?

Opcode Flipping



Opcode Flipping www.tugraz.at

e Many applications perform actions as root
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Opcode Flipping www.tugraz.at

e Many applications perform actions as root

e They can be used by unprivileged users as well
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Opcode Flipping www.tugraz.at

AT,
:O: e Many applications perform actions as root

e They can be used by unprivileged users as well

o Implicitly: e.g., ping or mount
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Opcode Flipping www.tugraz.at

Many applications perform actions as root

They can be used by unprivileged users as well

Implicitly: e.g., ping or mount

Explicitly: sudo
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Opcode Flipping www.tugraz.at

Many applications perform actions as root

They can be used by unprivileged users as well

Implicitly: e.g., ping or mount

Explicitly: sudo

Target sudo (easy to exploit)
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Opcode Flipping - Conditional Jump www.tugraz.at

JE HLT

f
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Opcode Flipping - Conditional Jump www.tugraz.at

JE XORB
f
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Opcode Flipping - Conditional Jump www.tugraz.at

JE PUSHOQ
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Opcode Flipping - Conditional Jump www.tugraz.at

JE <prefix>
1
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Opcode Flipping - Conditional Jump www.tugraz.at

JE J L
0000 ...................................... > n1|1|1|1|1m
1
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Opcode Flipping - Conditional Jump www.tugraz.at

JE JO
1
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Opcode Flipping - Conditional Jump www.tugraz.at

JE JBE
0000 ...................................... > n1|1|1n1|1n
1
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Opcode Flipping - Conditional Jump www.tugraz.at

JE JNE

0000 ...................................... . 000
1
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Opcode Flipping www.tugraz.at

e Conditional jumps are not the only targets

\V/,

&
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e Conditional jumps are not the only targets

\V/,

&

e Other targets include
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Opcode Flipping www.tugraz.at

e Conditional jumps are not the only targets

\V/,

&

e Other targets include

e Comparisons
e Addresses of memory loads/stores
Address calculations
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Opcode Flipping www.tugraz.at

e Conditional jumps are not the only targets

\V/,

&

e Other targets include

e Comparisons
e Addresses of memory loads/stores
Address calculations

e Manual analysis of sudo revealed 29 possible bit flips
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Opcode Flipping www.tugraz.at

Conditional jumps are not the only targets

Other targets include

e Comparisons
e Addresses of memory loads/stores

Y

Address calculations

Manual analysis of sudo revealed 29 possible bit flips

They all somehow skipped the password check
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How to get the target virtual page to the target physical
location?



How to get the target virtual page to the target physical
location?

Memory Waylaying



Placing the binary www.tugraz.at

=" - e Not as easy as with page tables
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Placing the binary www.tugraz.at

=" - e Not as easy as with page tables
: : e Binary only once in memory + stays in memory (in the page
' , cache) even after termination
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Placing the binary www.tugraz.at

=" - e Not as easy as with page tables
0 . . . :
: . e Binary only once in memory + stays in memory (in the page
' , cache) even after termination

. cea . e Only evicted if page cache is full
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Placing the binary www.tugraz.at

=" - e Not as easy as with page tables

S

e Binary only once in memory + stays in memory (in the page

cache) even after termination

Only evicted if page cache is full

Page cache usually occupies all unused memory
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MEMORY WAYLAYING

Wait for the right moment, and then hit it with a bit flip!



Memory Waylaying www.tugraz.at

(1) Start
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Memory Waylaying www.tugraz.at

(2) Evict Page Cache
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Memory Waylaying www.tugraz.at

(3) Access Binary
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Memory Waylaying www.tugraz.at

(4) Evict + Access
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Memory Waylaying www.tugraz.at

(5) Evict + Access
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Memory Waylaying www.tugraz.at

(6) Stop if target reached
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How well does it work? www.tugraz.at

e New pages cover most of the physical memory
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How well does it work? www.tugraz.at

e Great advantage over memory massaging: only negligible memory footprint

600 —
) mm  Eviction
2 400 ) :
O 200 Exhaustion
3t Before Attack

40 50 60 70 80 90 100
Memory Usage [%]
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What do we learn from it? www.tugraz.at

e Many (academic) countermeasures were proposed to mitigate
Rowhammer
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What do we learn from it? www.tugraz.at

e Many (academic) countermeasures were proposed to mitigate

Rowhammer

oo e All of them can be circumvented [8, 14, 18]
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What do we learn from it?

Many (academic) countermeasures were proposed to mitigate
Rowhammer
oo e All of them can be circumvented [8, 14, 18]

e We cannot design countermeasures focused on specifics of the

attack
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www.tugraz.at

What do we learn from it?

Many (academic) countermeasures were proposed to mitigate

Rowhammer

All of them can be circumvented [8, 14, 18]

We cannot design countermeasures focused on specifics of the

attack

Otherwise we only patch concrete exploits, but do not solve the

problem
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What do we learn from it? www.tugraz.at

Apple had a great idea:

A e Lower refresh rate — save energy + more flips
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What do we learn from it? www.tugraz.at

Apple had a great idea:
A e Lower refresh rate — save energy + more flips

— ECC memory — fewer flips
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What do we learn from it? www.tugraz.at

Apple had a great idea:
A e Lower refresh rate — save energy + more flips

— ECC memory — fewer flips

e [t's an optimization problem.
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What do we learn from it? www.tugraz.at

Apple had a great idea:
A e Lower refresh rate — save energy + more flips

— ECC memory — fewer flips
e [t's an optimization problem.

e Too aggressive? — bit flips
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What do we learn from it? www.tugraz.at

Apple had a great idea:
A e Lower refresh rate — save energy + more flips
— ECC memory — fewer flips

e [t's an optimization problem.

e Too aggressive? — bit flips
e Too cautious? — waste of energy
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What do we learn from it? www.tugraz.at

Apple had a great idea:
A e Lower refresh rate — save energy + more flips
— ECC memory — fewer flips

e [t's an optimization problem.

e Too aggressive? — bit flips
e Too cautious? — waste of energy

e What if the “too aggressive” changes over time?
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What do we learn from it?

Apple had a great idea:
e Lower refresh rate — save energy + more flips

— ECC memory — fewer flips
e [t's an optimization problem.

e Too aggressive? — bit flips

e Too cautious? — waste of energy

e What if the “too aggressive” changes over time?

e What if attackers come up with slightly better attacks?
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What do we learn from it? www.tugraz.at

Apple had a great idea:
e Lower refresh rate — save energy + more flips

— ECC memory — fewer flips
e [t's an optimization problem.
e Too aggressive? — bit flips
e Too cautious? — waste of energy

e What if the “too aggressive” changes over time?
e What if attackers come up with slightly better attacks?

— Difficult to optimize with an adversary working against you
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A new Era of Rowhammer Countermeasures? www.tugraz.at

Data integrity protection for all data in the DRAM [15]

Compute Cryptographic MAC on all data — perfect integrity
(X N ) protection

e No focus on Rowhammer

No new hammer method or exploit can circumvent it

e Becoming reality with integrity protected memory encryption
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Undervolting Attacks




Anything other than Rowhammer? www.tugraz.at
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42:30 Daniel: I know fault attacks, they look like this -> Kit


Our starting point... www.tugraz.at

Tang2017
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DVFS



Dynamic Voltage and Frequency Scaling www.tugraz.at

Changing the voltage and frequency of the CPU
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Dynamic Voltage and Frequency Scaling www.tugraz.at

Changing the voltage and frequency of the CPU

e Gamers want fast responses
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Dynamic Voltage and Frequency Scaling www.tugraz.at

Changing the voltage and frequency of the CPU

e Gamers want fast responses

e Cloud servers want high-assurance and low running costs
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Dynamic Voltage and Frequency Scaling www.tugraz.at

Changing the voltage and frequency of the CPU

e Gamers want fast responses
e Cloud servers want high-assurance and low running costs

e What if the hardware gets hot?
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Dynamic Voltage and Frequency Scaling www.tugraz.at

Changing the voltage and frequency of the CPU

e Gamers want fast responses

Cloud servers want high-assurance and low running costs

What if the hardware gets hot?

Optimal voltage & frequency is difficult!
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Memory Mapped Registers... www.tugraz.at

Memory-mapped Registers

A4

Hardware
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Memory Mapped Registers www.tugraz.at

Frequency & Voltage
Regulators

Trustzone Normal
trusted code untrusted code
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CLKscrew attack www.tugraz.at

add.w (a@)+,d1

cmp. 1 a0,do

bcc.s loop

movea.l #$18E,al
cmp.w (a1),d1

bne.w  WrongChecksum
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CLKscrew - Attacks www.tugraz.at

@ -

Jonas Juffinger — www.isec.tugraz.at



CLKscrew - Attacks www.tugraz.at

[\
@ M e Infer secret AES key that was stored within Trustzone
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CLKscrew - Attacks www.tugraz.at

[\
@ M e Infer secret AES key that was stored within Trustzone

e Trick Trustzone into loading a self-signed app
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ARM Processors www.tugraz.at
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More are joining the revolution... www.tugraz.at

Qiu2019
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ARM Processors www.tugraz.at
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ARE WE ALL
THINKING THE
SAME THING?



What about Intel? www.tugraz.at

tel.
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35:10 Daniel
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Intel Power Management www.tugraz.at
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Intel Power Management www.tugraz.at
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Intel Power Management www.tugraz.at

msr 0x150
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Intel Power Management www.tugraz.at

63 42 40 36 32 21 0
1 plane idx 1 r/w offset

0 = CPU core <—| write-enable <—|

1=GPU

2 = cache (=core) o

3 = uncore 11-bit s.|gne.c: vo]Ict?%eOZLfrs\e/zt

4 = analog /0 (in units o )
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Will it fault? www.tugraz.at

uint64_t multiplier = 0x1122334455667788;
uint64_t correct

Oxdeadbeef x multiplier;
uint64_t var

Oxdeadbeef * multiplier;

while (var == correct)
{
var = Oxdeadbeef * multiplier;

}

uint64_t flipped_bits = var ~ correct;

m Jonas Juffinger — www.isec.tugraz.at



bagger> I





30:30 Kit: Flipping bits in userspace — Daniel: at which voltage does it flip?


Safe voltages www.tugraz.at

——Base voltage
—— Voltage for first fault

0.55 F i

05 1 1 1 1
0.5 0.7 0.9 1.1 1.3 1.5 1.7 1.9 2.1

Frequency (GHz)
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Digital Circuits

www.tugraz.at

Input

|_|I\‘

Previous
State

Output
. N
Combinational ———
Logic Circuit ER
Feedback
Memory = J_I_Clock
[ signal
gnal
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Correct Multiplication

www.tugraz.at

0 e
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T
oo }_—D _D_,—OCS
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Correct Multiplication

www.tugraz.at
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Correct Multiplication

www.tugraz.at
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Correct Multiplication www.tugraz.at
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Correct Multiplication www.tugraz.at
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Correct Multiplication www.tugraz.at
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Correct Multiplication www.tugraz.at
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Correct Multiplication www.tugraz.at
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Faulty Multiplication www.tugraz.at
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Faulty Multiplication www.tugraz.at
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Faulty Multiplication www.tugraz.at
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Faulty Multiplication www.tugraz.at
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Faulty Multiplication www.tugraz.at
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Faulty Multiplication www.tugraz.at
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Faulty Multiplication www.tugraz.at
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Faulty Multiplication www.tugraz.at
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Application

www.tugraz.at

Untrusted part

Operating System
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www.tugraz.at

Application

Untrusted part

Create Enclave

Operating System
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www.tugraz.at

Application

Untrusted part Trusted part

Create Enclave
Trusted Fnc.

Operating System
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www.tugraz.at

Application

Untrusted part Trusted part

Create Enclave
B
Call Trusted Fnc.

Operating System
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Application

Untrusted part Trusted part

Create Enclave
B
Call Trusted Fnc.

Operating System
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www.tugraz.at

Application

Trusted part

Untrusted part

Create Enclave
Call Trusted Fnc.

Trusted Fnc.

Call Gate

Operating System
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www.tugraz.at

Application

Untrusted part Trusted part

Create Enclave
Call Trusted Fnc.

Trusted Fnc.

Return

Operating System
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Application

Untrusted part Trusted part

Create Enclave

Call Trusted Fnc.

Trusted Fnc.

D

Return

Operating System
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www.tugraz.at

Application

Untrusted part Trusted part

Create Enclave
Call Trusted Fnc. L

Trusted Fnc.

H

Return

Operating System
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www.tugraz.at

Application

Untrusted part Trusted part

Create Enclave
Call Trusted Fnc. L

Trusted Fnc.

Return

Operating System
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SGX Encrypted Memory www.tugraz.at

0GB 16 GB
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SGX Encrypted Memory www.tugraz.at

EPC (128 MB)

0GB 16 GB
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Bit Flips in the EPC www.tugraz.at

e Bit flips in the EPC?

‘- joj - I
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Bit Flips in the EPC www.tugraz.at

e Bit flips in the EPC?
e Integrity check fails!

‘- joj - I
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Bit Flips in the EPC www.tugraz.at

e Bit flips in the EPC?
e Integrity check fails!

— Lock up memory controller

‘- joj - I
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www.tugraz.at

Bit Flips in the EPC

e Bit flips in the EPC?
e Integrity check fails!

— Lock up memory controller

‘- joj - I

— System halts immediately (no exploit, but DoS!)

Jonas Juffinger — www.isec.tugraz.at



Will SGX save us?



[Userspace] Voltage: -261 mV
[Enclave] Multiplying Oxdeadbeef 0x1122334455667788
[Enclave] Multiply_it. result: 0.





19:45 Kit -> Daniel


RSA Basics www.tugraz.at

Public Key Crypto

Encrypt/Sign messages

Untrusted channel

Encrypt/Verify messages with public key

Decrypt/Sign messages with private key
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RSA Signature with Chinese Remainder Theorem

www.tugraz.at

n=pxgqg
S=H? mod n
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RSA Signature with Chinese Remainder Theorem

www.tugraz.at

n=px4gq

S=H? mod n
d, = dmod p — 1
d; = dmod g — 1
s; = H% mod p
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RSA Signature with Chinese Remainder Theorem

www.tugraz.at

n=pxdq

S = ((¢7" mod p)(s1 — 52) mod p) X g + s
d, = dmod p — 1

d; = dmod g — 1

s; = H% mod p
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RSA Signature with Chinese Remainder Theorem

www.tugraz.at

n=pxdq

S = ((¢7" mod p)(s1 — 52) mod p) X g + s
d, = dmod p — 1

d; = dmod g — 1

s; = H% mod p
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RSA Signature with Chinese Remainder Theorem www.tugraz.at

n=pxg
S =((g7! mod p)(s1 — 52) mod p) X q + s
S" = ((g7! mod p)(s1 — s2) mod p) X q + s,
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RSA Signature with Chinese Remainder Theorem

www.tugraz.at

=pXxXgq
o —— T
S — ﬂ ) something else D X g+ s
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RSA Signature with Chinese Remainder Theorem www.tugraz.at

something ) X g+ s
ﬂ something else D X q + 5
something X q
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RSA Signature with Chinese Remainder Theorem

www.tugraz.at

Y
5-8

PXg

( ] something ) X g+ s

ﬂ ) something else D X q + 5
something X q

gcd(S — S',n)
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RSA decryption www.tugraz.at

uint8_t rsa_dec_ecall (int iterations)

{
// Wait for first fault
trigger_fault (iterations);

// Actual decryption
ippsRSA_Decrypt (ct, dec, pPrv, scratchBuffer);
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bagger> dog Enclave/encll





15:30 Kit -> Daniel


WHAT ELSE
CAN WE
BREAK?!



AES Basics www.tugraz.at

Symmetric Key Crypto

Encrypt messages for transfer over public channel

Encrypt data for (untrusted) storage

4 x 4 byte state
10 rounds: S-Box, ShiftRows, MixColumns, AddRoundKey
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Differential Fault Attack on AES www.tugraz.at

f *W f’»% I * 3.f~ —

- Ninth Round Byte Sub
[}
Eighth Eighth \ P
Round Round
Byte Sub Shift 3f —=

Row Eighth !
Round Mix Column

A |A |A AlAa A |aA )
ALl 3% I e I W | Fy| F3|3K Fl’%
A A A A A A A A Ninth Round Shift Row
6| 7178 s s1% [ "7] s F1| F4|3F32F ~ Fy
A |A 1A |A A |A |A [A F —
1] 12| 9|10 9| 10| 11|12 1[3F4|2F3 B Fj
A |Aa |a |a A |A |a |A
16| 13| 14|15 1314 s 16 3F|2F | F3| B F
Tenth Round Shift Row Tenth Round Byte Sub Ninth Round Mix Column
Tunstall2011
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AES-NI (New Instructions) www.tugraz.at

Instruction Description
AESENC Perform one round of an AES encryption flow
AESENCLAST Perform the last round of an AES encryption flow
AESDEC Perform one round of an AES decryption flow
AESDECLAST Perform the last round of an AES decryption flow

AESKEYGENASSIST | Assistin AES round key generation
AESIMC Assist in AES Inverse Mix Columns

PCLMULQDQ Carryless multiply (CLMUL)

Jonas Juffinger — www.isec.tugraz.at



AES New Instructions - inside SGX www.tugraz.at

do

{
i++;
plaintext = <randomly generated>
resultl = aesl28_enc(plaintext);
result2 = aesl28_enc (plaintext);

} while (vec_equal_128(resultl,result2) && i<iterations);
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bagger> sudo ./aes-encrypt 100000 -262





11:00 Kit: AES-NI Demonstration -> Daniel: LOGO!! A name should relate to the technical explanation, meaning and the impact


THIS IS MORE
THAN JUST
CRYPTO



But what about memory corruption? www.tugraz.at

struct_foo_t xfoo = &arr[offset];
foo->foo = enclave_secret;

Jonas Juffinger — www.isec.tugraz.at



But what about memory corruption? www.tugraz.at

struct_foo_t +.orf = &arr[offset];

foo->foo = eng” ve secret;
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But what about memory corruption? www.tugraz.at

foo = arr + offset * 0x24

m Jonas Juffinger — www.isec.tugraz.at



But what about memory corruption? www.tugraz.at

foo = arr + offset * 0x24

m Jonas Juffinger — www.isec.tugraz.at



Creating enclave...

==== Victim Enclave ====

[pt.c] /dev/sgx-step opened!

Enclave Base:  0x7f001a000000 <
Enclave Limit: 0x7f001c000000«
EDBGRD: debug

Voltage
0.584V

Undervolting
-235mV




07:30 Kit: Faulting bug free code –> Daniel


More than just crypto? www.tugraz.at
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More than just crypto? www.tugraz.at
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More than just crypto? www.tugraz.at
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More than just crypto? www.tugraz.at

== o RSA keys
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More than just crypto? www.tugraz.at

== o RSA keys
W o AES keys
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More than just crypto? www.tugraz.at

== o RSA keys
W o AES keys

e Memory corruption
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Plundervolt TLDR www.tugraz.at

e A new type of attack
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Plundervolt TLDR www.tugraz.at

e A new type of attack
e Breaks the integrity of SGX
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e Breaks the integrity of SGX
e Within SGX we:
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e A new type of attack

e Breaks the integrity of SGX
e Within SGX we:
e Retrieve keys from AES-NI
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Plundervolt TLDR www.tugraz.at

e A new type of attack
e Breaks the integrity of SGX

e Within SGX we:

e Retrieve keys from AES-NI
e Retrieve RSA signature key
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Plundervolt TLDR www.tugraz.at

e A new type of attack
e Breaks the integrity of SGX

e Within SGX we:

e Retrieve keys from AES-NI
e Retrieve RSA signature key

e Induce memory corruption in bug free code
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Plundervolt TLDR www.tugraz.at

e A new type of attack
e Breaks the integrity of SGX

e Within SGX we:

e Retrieve keys from AES-NI
e Retrieve RSA signature key

e Induce memory corruption in bug free code
e Make enclave write secrets to untrusted memory
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Mitigations www.tugraz.at
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Mitigations www.tugraz.at

e Intel simply removed the undervolting MSR
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Mitigations www.tugraz.at

e Intel simply removed the undervolting MSR

e Cannot be used for legitimate undervolting
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Mitigations www.tugraz.at

e Intel simply removed the undervolting MSR
e Cannot be used for legitimate undervolting

e also...
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Mitigations www.tugraz.at

Intel simply removed the undervolting MSR

Cannot be used for legitimate undervolting
e also...

e There is no SGX on consumer CPUs anymore
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Side-Channel Security

Chapter 5: Software-based Fault Attacks

Jonas Juffinger
March 27, 2025

www.isec.tugraz.at

Ty,
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