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Plan for Today

Bettina Könighofer

▪ Presentation of Homework

▪ Part 1 - LTL Model Checking
▪ Generalized Büchi Automata

▪ Translation of LTL to Büchi Automata

▪ Part 2 – Shielded Reinforcement Learning
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Algorithm: Intersection of Büchi Automata (last week)

Bettina Könighofer

▪ 𝓑 = (𝚺,𝐐,𝚫,𝐐0,𝐅) s.t. 𝓛(𝓑) = 𝓛(𝓑1) ∩ 𝓛(𝓑2) is defined as follows: 

▪ 𝐐 = 𝐐1 𝐐2  {0, 1, 2}

▪ 𝐐0 = 𝐐1
0  𝐐2

0  {0}

▪ 𝐅 = 𝐐1 𝐐 2  {2}

▪ ((q1,q2,x), a, (q’1,q’2,x’))  𝚫 

1. (q1,a,q’1)  𝚫1 and (q2,a,q’2)  𝚫2   and

2. If x=0 and q’1 𝐅1 then x’=1
If x=1 and q’2 𝐅2 then x’=2
If x=2 then x’=0
Else, x’=x

▪ Homework: Define the transition relation for 𝓑 using 𝒙 ∈ {𝟎, 𝟏}

Intuition: 
x=0 … waiting for 𝑠 ∈ 𝐅1

x=1 … waiting for 𝑠 ∈ 𝐅2

If some 𝑠 with x=2 is visited inf often, 
then states from 𝐅1 and states from 𝐅2

have been visited inf often.
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Algorithm: Intersection of Büchi Automata (last week)

Bettina Könighofer

▪ 𝓑 = (𝚺,𝐐,𝚫,𝐐0,𝐅) s.t. 𝓛(𝓑) = 𝓛(𝓑1) ∩ 𝓛(𝓑2) is defined as follows: 

▪ 𝐐 = 𝐐1 𝐐2  {0, 1}

▪ 𝐐0 = 𝐐1
0  𝐐2

0  {0}

▪ 𝐅 = 𝐐1 𝐐 2  {2}

▪ 𝐅 = 𝐅1𝐐2  {0}

▪ ((q1,q2,x), a, (q’1,q’2,x’))  𝚫 

1. (q1,a,q’1)  𝚫1 and (q2,a,q’2)  𝚫2   and

2. If x=0 and q’1 𝐅1 then x’=1
If x=1 and q’2 𝐅2 then x’=0
Else, x’=x

Intuition: 
x=0 … waiting for 𝑠 ∈ 𝐅1

x=1 … waiting for 𝑠 ∈ 𝐅2

If some 𝑠 with x=2 is visited inf often, 
then states from 𝐅1 and states from 𝐅2

have been visited inf often.
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2b) 1. Construct ¬ϕ2 

¬ϕ2 ≡ ¬[F ((y = 2) ∧ X(x = 3))]
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2b) 2. Construct Büchi automaton 𝒮¬ϕ 

(already given) 
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2b) 3. Translate M to an automaton 𝓐

Reminder

● Move labels to incoming transitions
● All states are accepting
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2b) 3. Translate M to an automaton 𝓐
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2b) 4. Construct automaton 𝓑 with 𝓛(𝓑) = 𝓛(𝓐) ∩ 𝓛(𝒮¬𝜑)
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2b) 5. 𝓛(𝓑) = ∅ ?
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2a) 1. Construct ¬ϕ1 

¬ϕ1 ≡ ¬[F ((x = 1) ∧ (y = 3))]
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2a) 2. Construct Büchi automaton 𝒮¬ϕ 

(already given)
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2a) 4. Construct automaton 𝓑 with 𝓛(𝓑) = 𝓛(𝓐) ∩ 𝓛(𝒮¬𝜑)
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2a) 5. 𝓛(𝓑) = ∅ ?



isec.tugraz.at

15

Plan for Today

Bettina Könighofer

▪ Presentation of Homework

▪ Part 1 - LTL Model Checking
▪ Generalized Büchi Automata

▪ Translation of LTL to Büchi Automata

▪ Part 2 – Shielded Reinforcement Learning
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Model Checking of LTL

Bettina Könighofer

▪ Given a Kripke structure 𝑀 and a LTL formula 𝜑: Does 𝑀 ⊨ 𝜑?

▪ Automata-based Algorithm

1. Construct ¬𝜑

2. Construct a Büchi automaton 𝓢¬𝝋

3. Translate 𝑀 to an automaton 𝓐.

4. Construct the automaton 𝓑with 𝓛(𝓑) = 𝓛(𝓐) ∩ 𝓛(𝓢¬𝜑)

5. If 𝓛(𝓑) = ∅ ⇒ 𝑀 ⊨𝜑

6. If 𝓛(𝓑) ≠ ∅ ⇒ 𝑀 ⊭𝜑.
A word 𝑣 ∙ 𝑤𝜔 ∈ 𝓛(𝓑) is a counterexample
→ a trace in 𝑀 that does not satisfy 𝜑

Runs satisfying 𝓢

Runs satisfying 𝓐

Counterexample

Today!
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Büchi Automata

Bettina Könighofer

▪ 𝓑 = (𝚺,𝐐,𝚫,𝐐0,𝐅) 

▪ An run 𝛒 is accepting ⇔ 𝛒 visits an accepting state infinitely often.

b
b

a

q1

a

q2 𝓛(𝓑) = {words with infinitely many 𝑎}
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Generalized Büchi Automata

Bettina Könighofer

▪ Have several sets of accepting states

▪ 𝓑 = (𝚺,𝐐,𝚫,𝐐0,𝐅) 

▪ 𝐅 = {𝐹1, … , 𝐹𝑘}, where for every 1 ≤ 𝑖 ≤ 𝑘, 𝐹𝑖 ⊆ 𝑄

▪ A run 𝜌 of 𝓑 is accepting if for each 𝐹𝑖 ∈ 𝐹,  inf 𝜌 ∩ 𝐹𝑖 ≠ ∅
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Generalized Büchi Automata

Bettina Könighofer

▪ A run 𝜌 of 𝓑 is accepting if for each 𝐹𝑖 ∈ 𝐹,  inf 𝜌 ∩ 𝐹𝑖 ≠ ∅

▪ What words are accepted?

a. The infinite word 𝑏𝜔?

b. The infinite word 𝑎𝜔?

c. The infinite word (𝑎𝑏)𝜔?

b
b

a

q1

a

q2 𝐹1 = 𝑞1, 𝑞2 ,  𝐹2 = {𝑞1}
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Algorithm:  Generalized Büchi To Büchi Automata

Bettina Könighofer

▪ Given generalized Büchi Automaton 𝓑 = (𝚺,𝐐,𝚫,𝐐0,𝐅) with 𝐅 = {𝐹1, … , 𝐹𝑘}

▪ Construct Büchi Automaton 𝓑’ that accepts the same language

▪ Idea:

▪ Introduce counter from 1 … 𝑘 → 𝑘 copies of the state space

▪ In copy 𝑖 we wait for accepting state in 𝐹𝑖

▪ When 𝐹𝑖 is visited in copy 𝑖, redirect edges to move to copy 𝑖 + 1 (from 𝐹𝑘to copy 𝑖 = 1)

▪ → A cycle through all copies will contain accepting states from each set 𝐹1, … , 𝐹𝑘

b
b

a

q1

a

q2
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Algorithm:  Generalized Büchi To Büchi Automata

Bettina Könighofer

▪ Given generalized Büchi Automaton 𝓑 = (𝚺,𝐐,𝚫,𝐐0,𝐅) with 𝐅 = {𝐹1, … , 𝐹𝑘}

▪ Construct Büchi Automaton 𝓑’ that accepts the same language

▪ 𝓑’ = (𝚺, 𝐐× {1, … , 𝑘}, 𝚫’,𝐐0× 1, 𝐅𝐤 × 𝑘) with:

▪ 𝚫’: 𝑞, 𝑥 , 𝑎, 𝑞′, 𝑦 ∈ 𝚫’ if

▪ 𝑞, 𝑎, 𝑞′ ∈ 𝚫

▪ If 𝑞 ∈ 𝐹𝑖 and 𝑥 = 𝑖, then 𝑦 = 𝑖 + 1 for 𝑖 < 𝑘

▪ If 𝑞 ∈ 𝐹𝑘 and 𝑥 = 𝑘, then 𝑦 = 1

▪ Otherwise, 𝑥 = 𝑦. 

b
b

a

q1

a

q2

Size of 𝓑’ = (size of 𝓑)×k
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Example:  Generalized Büchi To Büchi Automata

Bettina Könighofer

▪ 𝓛(𝓑) = 𝑐∗ 𝑎 𝑏 (𝑎 𝑏 𝑐)𝜔

𝑞0

𝑞1 𝑞2

𝑞3

𝑐

𝑎 𝑏

𝑎, 𝑏, 𝑐𝑎, 𝑏, 𝑐

𝑎, 𝑏, 𝑐
𝐹1 = 𝑞1, 𝑞3 ,  𝐹2 = {𝑞2, 𝑞3}
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Example:  Generalized Büchi To Büchi Automata

Bettina Könighofer

▪ Translate generalized Büchi Automaton 𝓑 to a Büchi automaton 𝓑’

1. Create two copies, since we have two accepting sets

𝑞0

𝑞1 𝑞2

𝑞3

𝑐

𝑎 𝑏

𝑎, 𝑏, 𝑐𝑎, 𝑏, 𝑐

𝑎, 𝑏, 𝑐

𝑞0

𝑞1 𝑞2

𝑞3

𝑐

𝑎 𝑏

𝑎, 𝑏, 𝑐𝑎, 𝑏, 𝑐

𝑎, 𝑏, 𝑐
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Example:  Generalized Büchi To Büchi Automata

Bettina Könighofer

▪ Translate generalized Büchi Automaton 𝓑 to a Büchi automaton 𝓑’

4. Only one copy is accepting

𝑞0

𝑞1 𝑞2

𝑞3

𝑐

𝑎 𝑏

𝑎, 𝑏, 𝑐𝑎, 𝑏, 𝑐

𝑎, 𝑏, 𝑐

𝑞0

𝑞1 𝑞2

𝑞3

𝑐

𝑎 𝑏

𝑎, 𝑏, 𝑐
𝑎, 𝑏, 𝑐

𝑎, 𝑏, 𝑐
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Example:  Generalized Büchi To Büchi Automata

Bettina Könighofer

▪ Translate generalized Büchi Automaton 𝓑 to a Büchi automaton 𝓑’

4. Only one copy is accepting

5. Remove unreachable states

𝑞0

𝑞1 𝑞2

𝑞3

𝑐

𝑎 𝑏

𝑎, 𝑏, 𝑐𝑎, 𝑏, 𝑐

𝑎, 𝑏, 𝑐

𝑞3

𝑎, 𝑏, 𝑐

𝑎, 𝑏, 𝑐

𝑞0

𝑞1 𝑞2

𝑞3

𝑐

𝑎 𝑏

Σ

𝑞3

ΣΣ

Σ
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Plan for Today

Bettina Könighofer

▪ Presentation of Homework

▪ Part 1 - LTL Model Checking
▪ Generalized Büchi Automata

▪ Translation of LTL to Büchi Automata

▪ Part 2 – Reactive Synthesis
▪ Safety Games

▪ Reachability Games

▪ Büchi Games
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Translation of LTL to Büchi Automata

Bettina Könighofer

▪ Today: discuss simple algorithm from Vardi and Wolper (book, page 98)

▪ Size of automaton always exponential in the size of the specification

▪ More efficient algorithm by Gerth, Peled, Vardi and Wolper
(book, page 101)

M.Y. Vardi, and P. Wolper. 
An automata-theoretic approach to automatic program verification.
In Logic in Computer Science (LICS), pages 332-344, 1986

R. Gerth, D. Peled, M.Y. Vardi, and P. Wolper. 
Simple on-the-fly automatic verification of linear temporal logic.
In Protocol Specification Testing and Verification, pages 3-18, 1995
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Algorithm: LTL to Büchi Automata

Bettina Könighofer

▪ Input: LTL specification 𝜑

▪ Output: Büchi automaton 𝒜φ s. t. 𝓐𝜑 accepts exactly all the traces that satisfy 𝜑

▪ Steps of the Algorithm:

1. Rewrite of 𝜑 to use only ¬,∧,∨, 𝑋, 𝑈 operators 
▪ via rewriting rules e.g., 𝐹𝜑 = 𝑡𝑟𝑢𝑒 𝑈𝜑, 𝐺𝜑 = ¬𝐹¬𝜑 etc …

2. Translate 𝜑 into generalized Büchi Automaton

3. Translate generalized Büchi to Büchi automaton 
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LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ Input: LTL specification 𝜑

▪ Output: Büchi automaton 𝒜φ s. t. 𝓐𝜑 accepts exactly all the traces that satisfy 𝜑

▪ Step 1: Defining the state space of 𝒜𝜑:

▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be 
satisfied on paths starting at 𝑞.

▪ Algorithm:
1. Build the closure cl(𝜑) of 𝜑≡ subformulas of 𝜑 and their negation

▪ 𝜑 ∈ 𝑐𝑙 𝜑 .

▪ If 𝜑1 ∈ 𝑐𝑙 𝜑 , 𝑡ℎ𝑒𝑛 ¬𝜑1 ∈ 𝑐𝑙 𝜑 .

▪ If ¬𝜑1 ∈ 𝑐𝑙 𝜑 , 𝑡ℎ𝑒𝑛 𝜑1 ∈ 𝑐𝑙 𝜑 .

▪ If 𝜑1 ∨ 𝜑2 ∈ 𝑐𝑙 𝜑 , 𝑡ℎ𝑒𝑛 𝜑1 ∈ 𝑐𝑙 𝜑  𝑎𝑛𝑑 𝜑2 ∈ 𝑐𝑙 𝜑 .

▪ If 𝑋 𝜑1 ∈ 𝑐𝑙 𝜑 , 𝑡ℎ𝑒𝑛 𝜑1 ∈ 𝑐𝑙 𝜑 .

▪ If 𝜑1 𝑈 𝜑2 ∈ 𝑐𝑙(𝜑), 𝑡ℎ𝑒𝑛 𝜑1 ∈ 𝑐𝑙(𝜑) 𝑎𝑛𝑑 𝜑2 ∈ 𝑐𝑙(𝜑).
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LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ Input: LTL specification 𝜑

▪ Output: Büchi automaton 𝒜φ s. t. 𝓐𝜑 accepts exactly all the traces that satisfy 𝜑

▪ Step 1: Defining the state space of 𝒜𝜑:

▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be 
satisfied on paths starting at 𝑞.

▪ Algorithm:
1. Build the closure cl(𝜑) of 𝜑≡ subformulas of 𝜑 and their negation

2. Compute the good sets S ⊆ cl(𝜑) ≡ maximal sets of formulas in cl(𝜑) that are consistent

▪ For all 𝜑1 ∈ cl(𝜑): 𝜑1 ∈ S ⇔ ¬ 𝜑1 ∉ S, 

▪ For all 𝜑1 ∨𝜑2 ∈ cl(𝜑): at least one of 𝜑1,𝜑2 is in S.
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LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ Input: LTL specification 𝜑

▪ Output: Büchi automaton 𝒜φ s. t. 𝓐𝜑 accepts exactly all the traces that satisfy 𝜑

▪ Step 1: Defining the state space of 𝒜𝜑:

▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be 
satisfied on paths starting at 𝑞.

▪ Algorithm:
1. Build the closure cl(𝜑) of 𝜑≡ subformulas of 𝜑 and their negation

2. Compute the good sets S ⊆ cl(𝜑) ≡ maximal sets of formulas in cl(𝜑) that are consistent

3. All good sets of cl(𝜑) define the state space of 𝓐𝜑
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LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ Example: Define the state space of 𝒜𝜑:

▪ 𝜑 ≔ ¬ℎ U 𝑐 

▪ Algorithm:
1. Build the closure cl(𝜑) of 𝜑≡ subformulas of 𝜑 and their negation

2. Compute the good sets S ⊆ cl(𝜑) ≡ maximal sets of formulas in cl(𝜑) that are consistent

3. All good sets of cl(𝜑) define the state space of 𝓐𝜑

▪ Solution:

▪ 𝑐𝑙 𝜑 ≔ {ℎ, ¬ℎ, 𝑐, ¬𝑐, 𝜑, ¬𝜑}

▪ 𝑄 = { ℎ, 𝑐, 𝜑 , ¬ℎ, 𝑐, 𝜑 , ℎ, 𝑐, 𝜑 , ¬ℎ, ¬𝑐, 𝜑 ,
ℎ, 𝑐, ¬𝜑 , ¬ℎ, 𝑐, ¬𝜑 , ℎ, 𝑐, ¬𝜑 , ¬ℎ, ¬𝑐, ¬𝜑 } 
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LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ Input: LTL specification 𝜑

▪ Output: Büchi automaton 𝒜φ s. t. 𝓐𝜑 accepts exactly all the traces that satisfy 𝜑

▪ Step 1: Defining the state space of 𝒜𝜑

▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be satisfied on paths 
starting at 𝑞.

▪ Step 2: Defining the transition relation of 𝒜𝜑
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LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ 𝓐𝜑= (Σ,𝐐,𝚫,𝐐0,𝐅) 

▪ 𝐐 = set of all the good sets in cl(𝜑)
▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be satisfied on paths starting at 𝑞.

▪ For 𝑞, 𝑞′ ∈ 𝑄 and 𝜎 ⊆ AP, 𝑞, 𝜎, 𝑞′ ∈ Δ if:

▪ 𝜎 = 𝑞′ ∩ 𝐴𝑃

▪ For all 𝑿𝜑1 ∈ 𝑐𝑙(𝜑):   if  𝑿𝜑1 ∈ 𝑞 then 𝜑1 ∈ 𝑞’

▪ For all 𝜑1𝑈 𝜑2 ∈ 𝑐𝑙(𝜑): if 𝜑1 U 𝜑2 ∈ q then either 𝜑2 ∈ q or both𝜑1 ∈ q and𝜑1 U𝜑2 ∈ 𝑞’
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑

ℎ, 𝑐

ℎ, 𝑐



isec.tugraz.at

37

Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑

ℎ, 𝑐

ℎ, 𝑐

¬ℎ, 𝑐

¬ℎ, 𝑐
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑

ℎ, 𝑐

ℎ, 𝑐

¬ℎ, 𝑐

¬ℎ, 𝑐
ℎ, ¬𝑐

ℎ, ¬𝑐

¬ℎ, ¬𝑐

¬ℎ, ¬𝑐
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑

ℎ, 𝑐



isec.tugraz.at

40

Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑

ℎ, 𝑐

¬ℎ, 𝑐
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑

ℎ, 𝑐

¬ℎ, 𝑐 ℎ, ¬𝑐
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑

ℎ, 𝑐

¬ℎ, 𝑐 ℎ, ¬𝑐

¬ℎ, ¬𝑐
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LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ 𝓐𝜑= (Σ,𝐐,𝚫,𝐐0,𝐅) 

▪ 𝐐 = set of all the good sets in cl(𝜑)
▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be satisfied on paths starting at 𝑞.

▪ For 𝑞, 𝑞′ ∈ 𝑄 and 𝜎 ⊆ AP, 𝑞, 𝜎, 𝑞′ ∈ Δ if:

▪ 𝜎 = 𝑞′ ∩ 𝐴𝑃

▪ For all    𝑿𝜑1:         if    𝑿𝜑1 ∈ 𝑞 then 𝜑1 ∈ 𝑞’

▪ For all ¬𝑋𝜑1:          if ¬𝑋𝜑1 ∈ 𝑞 then ¬𝜑1 ∈ 𝑞’

▪ For all 𝜑1𝑈 𝜑2:           if         𝜑1 U𝜑2 ∈ q then either     𝜑2 ∈ q or both 𝜑1 ∈ q and 𝜑1 U𝜑2 ∈ 𝑞’

▪ For all ¬(𝜑1𝑈 𝜑2):    if ¬( 𝜑1 U𝜑2 ) ∈ q then either ¬𝜑2 ∈ q and either ¬ 𝜑1 ∈ q or ¬ (𝜑1 U𝜑2 ) ∈ q’
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ 𝜑 ≔ ¬ℎ U 𝑐

▪ Draw the transitions of 𝓐𝜑



isec.tugraz.at

45

LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ 𝓐𝜑= (Σ,𝐐,𝚫,𝐐0,𝐅) 

▪ 𝐐 = set of all the good sets in cl(𝜑)
▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be satisfied on paths starting at 𝑞.

▪ For 𝑞, 𝑞′ ∈ 𝑄 and 𝜎 ⊆ AP, 𝑞, 𝜎, 𝑞′ ∈ Δ if:

▪ 𝜎 = 𝑞′ ∩ 𝐴𝑃

▪ For all 𝑿𝜑1 ∈ 𝑐𝑙(𝜑):   if  𝑿𝜑1 ∈ 𝑞 then 𝜑1 ∈ 𝑞’

▪ For all 𝜑1𝑈 𝜑2 ∈ 𝑐𝑙(𝜑): if 𝜑1 U 𝜑2 ∈ q then either 𝜑2 ∈ q or both𝜑1 ∈ q and𝜑1 U𝜑2 ∈ 𝑞’

▪ Initial States?

▪ Accepting States?
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

▪ Initial States?
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

¬ℎ, 𝑐

ℎ, ¬𝑐

ℎ, 𝑐

¬ℎ, ¬𝑐

ι
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LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ 𝓐𝜑= (Σ,𝐐,𝚫,𝐐0,𝐅) 

▪ 𝐐 = set of all the good sets in cl(𝜑) ∪ {𝛊}
▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be satisfied on paths starting at 𝑞.

▪ For 𝑞, 𝑞′ ∈ 𝑄 and 𝜎 ⊆ AP, 𝑞, 𝜎, 𝑞′ ∈ Δ if:

▪ 𝜎 = 𝑞′ ∩ 𝐴𝑃

▪ For all 𝑿𝜑1 ∈ 𝑐𝑙(𝜑):   if  𝑿𝜑1 ∈ 𝑞 then 𝜑1 ∈ 𝑞’

▪ For all 𝜑1𝑈 𝜑2 ∈ 𝑐𝑙(𝜑): if 𝜑1 U 𝜑2 ∈ q then either 𝜑2 ∈ q or both𝜑1 ∈ q and𝜑1 U𝜑2 ∈ 𝑞’

▪ (𝛊, 𝝈,q) ∈𝚫⇔ 𝜑 ∈ q  and  𝝈 = 𝒒 ∩ 𝑨𝑷

▪ Accepting States?



isec.tugraz.at

49

LTL formula 𝝋 to Generalized Büchi Automata 𝓐𝜑

Bettina Könighofer

▪ 𝓐𝜑= (Σ,𝐐,𝚫, 𝛊,𝐅) 

▪ 𝐐 = set of all the good sets in cl(𝜑) ∪ {𝛊}
▪ Idea: Each state 𝑞 is labelled with a set of sub-formulas that should be satisfied on paths starting at 𝑞.

▪ For 𝑞, 𝑞′ ∈ 𝑄 and 𝜎 ⊆ AP, 𝑞, 𝜎, 𝑞′ ∈ Δ if:

▪ 𝜎 = 𝑞′ ∩ 𝐴𝑃

▪ For all 𝑿𝜑1 ∈ 𝑐𝑙(𝜑):   if  𝑿𝜑1 ∈ 𝑞 then 𝜑1 ∈ 𝑞’

▪ For all 𝜑1𝑈 𝜑2 ∈ 𝑐𝑙(𝜑): if 𝜑1 U 𝜑2 ∈ q then either 𝜑2 ∈ q or both𝜑1 ∈ q and𝜑1 U𝜑2 ∈ 𝑞’

▪ (𝛊, 𝝈,q) ∈𝚫⇔ 𝜑 ∈ q  and  𝝈 = 𝒒 ∩ 𝑨𝑷

▪ Accepting States 
▪ For every 𝜑1 U 𝜑2, 𝐅 includes the set 𝐹𝜑1 U𝜑2

= {q ∈𝐐 | 𝜑2 ∈ q or ¬(𝜑1 U𝜑2) ∈ q}.
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Example: Transition Relation of GBA 𝓐𝜑 

Bettina Könighofer

¬ℎ, 𝑐

ℎ, ¬𝑐

ℎ, 𝑐

¬ℎ, ¬𝑐

ι

F = {{1, 2, 5, 6, 7, 8}}
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Plan for Today

Bettina Könighofer

▪ Presentation of Homework

▪ Part 1 - LTL Model Checking
▪ Generalized Büchi Automata

▪ Translation of LTL to Büchi Automata

▪ Part 2 – Shielded Reinforcement Learning
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Outline

Bettina Könighofer

▪ Shielding for Safety
▪ Integration of a shield in RL

▪ Symbolic Models

▪ Shields with Absolute Safety Guarantees

▪ Shields with Probabilistic Guarantees
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▪ Decision Making under Uncertainty

▪ Environment modeled as Markov Decision Process

53

Setting from Nils Jansen 

Reinforcement Learning
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Reinforcement Learning

Bettina Könighofer

Find a policy 𝜋∗ that maximixes 𝔼 σ𝑡=0
∞ 𝛾𝑡 𝑅𝑡

with the discount factor 0 ≤ 𝛾 ≤ 1 and reward 𝑅𝑡  at time 𝑡

▪ RL agent learns optimal policy via trial and error
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Limitations

▪ Safety violations (during exploration)

▪ RL is data-hungry

▪ Rewards cannot capture sophisticated 
task specifications

Reinforcement Learning

Bettina Könighofer
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Integration of a Shield in RL

Bettina Könighofer

Pre-Shielding
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Integration of a Shield in RL

Bettina Könighofer

Pre-Shielding Post-Shielding
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Pros/Cons of Post-Shielding

Bettina Könighofer

Post-Shielding

▪ Advantages
▪ Safety during training/deployment
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Pros/Cons of Post-Shielding

Bettina Könighofer

Post-Shielding

▪ Advantages
▪ Safety during training/deployment

▪ Can improve the learning performance of RL

▪ A shield injects domain knowledge 
to reduce search space
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Pros/Cons of Post-Shielding

Bettina Könighofer

Post-Shielding

▪ Disadvantages 
▪ Shielding Assumptions

▪ Symbolic model is correct and captures 
everything safety critical

▪ Observations are correct
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Pros/Cons of Post-Shielding

Bettina Könighofer

Post-Shielding

▪ Disadvantages 
▪ Shielding Assumptions

▪ Symbolic model is correct and captures 
everything safety critical

▪ Observations are correct

▪ Naive integration can destroy association between 
executed action and reward.
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Pros/Cons of Post-Shielding

Bettina Könighofer

Post-Shielding

▪ Disadvantages 
▪ Shielding Assumptions

▪ Symbolic model is correct and captures 
everything safety critical

▪ Observations are correct

▪ Naive integration can destroy association between 
executed action and reward.

▪ Shield may hinder agent to explore environment.
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Pros/Cons of Pre-Shielding

Bettina Könighofer

Pre-Shielding

▪ Advantages
▪ Easy integration for maskable RL algorithms

▪ Final decision about which action to explore 
remains with RL agent

▪ Disadvantages 
▪ Integration difficult for non-maskable RL algorithms

▪ Others as before
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Shield Integration via Constrainted RL

Bettina Könighofer

Find policy max
𝜃

𝐽𝑅
𝜋𝜃 = 𝔼𝜏~𝜋𝜃

σ𝑡=0
∞ 𝛾𝑡 𝑅𝑡(𝑠𝑡 , 𝑎𝑡 , 𝑠𝑡+1)  𝑠. 𝑡. 𝐽𝐶

𝜋𝜃 ≤ ϵ.

▪ Agent should learn to behave safely

Costs 𝑪(𝒔, 𝒂)
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Outline

Bettina Könighofer

▪ Shielding for Safety
▪ Integration of a shield in RL

▪ Symbolic Models

▪ Shields with Absolute Safety Guarantees

▪ Shields with Probabilistic Guarantees
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Symbolic World Model

Bettina Könighofer

▪ Assumption: Environment has finite number of states, time is discrete

▪ →model as Markov Decision Process 𝑀
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Symbolic World Model

Bettina Könighofer

▪ Assumption: Environment has finite number of states, time is discrete

▪ →model as Markov Decision Process 𝑀

▪ 𝜑 is a safety specification in temporal logic

▪ Defines unsafe states in 𝑀

▪ Shield prevents/limits probability of reaching an unsafe state in 𝑴
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Scalability of Shielded Learning

Bettina Könighofer

▪ Shielding is less scalable as RL
▪ Shielding can handle MDPs with Millions of states

▪ Shield computed on safety-relevant MDP
▪ RL works on original MDP

▪ Shield works with MDP with reduced feature space
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Scalability of Shielded Learning

Bettina Könighofer

𝒙, 𝒚, 𝒛, 𝒗

▪ Shielding is less scalable as RL
▪ Shielding can handle MDPs with Millions of states

▪ Shield computed on safety-relevant MDP
▪ RL works on original MDP

▪ Shield works with MDP with reduced feature space

𝒙, 𝒚, 𝒛, 𝒗, 
𝒈𝒐𝒂𝒍 𝒑𝒐𝒔𝒊𝒕𝒊𝒐𝒏, 
𝒕𝒆𝒎𝒑𝒆𝒓𝒂𝒕𝒖𝒓 …
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How to get the Model?

▪ Most of the time, no models are available! 
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How to get the Model?

M. Tappler, E. Muskardin, B. Aichernig, B. Könighofer:
Learning Environment Models with Continuous Stochastic Dynamics. ICST 2024

▪ Most of the time, no models are available!

▪ → Use automata learning to learn world model
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Outline

Bettina Könighofer

▪ Shielding for Safety
▪ Integration of a shield in RL

▪ Symbolic Models

▪ Shields with Absolute Safety Guarantees

▪ Shields with Probabilistic Guarantees
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Shield with Absolute Safety Guarantees

Bettina Könighofer

▪ Given: MDP 𝑀, safety spec 𝜑 defines set of unsafe states in 𝑀

▪ Shield provides absolute safety guarantees
▪ Unsafe states are never visited!

▪ In LTL: 𝑮(𝒔𝒂𝒇𝒆)
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▪ Shield Computation: Transform MDP to 2-Player Game
▪ Replace probabilities by choices of environment

Shields with Absolute Safety Guarantees
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▪ Shield Computation: Transform MDP to 2-Player Game
▪ Replace probabilities by choices of environment

Shields with Absolute Safety Guarantees
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▪ Shield Computation: Transform MDP to 2-Player Game
▪ Replace probabilities by choices of environment

Shields with Absolute Safety Guarantees

MDP = 1 ½ Player
→ Player 1: RL Agent
→ Probabilistic ½ Player

2 Player Game
→ Player 1: RL Agent
→ Plyer 2: Environment
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▪ Shield computation = Solve Safety Game
▪ Agent: Good player: wins if only safe states are visited

▪ Environment: Evil player: wins if an unsafe state is visited

Shields with Absolute Safety Guarantees
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▪ Shield computation = Solve Safety Game
▪ Agent: Good player: wins if only safe states are visited

▪ Environment: Evil player: wins if an unsafe state is visited

▪ Solve safety game
▪ Fixpoint computation

▪ Linear time in size of graph

Shields with Absolute Safety Guarantees
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Example: Shield Construction = Solve Safety Game 

𝒔𝟎

𝒊𝟏

𝒐𝟏

𝒐𝟏

𝒊𝟏

𝒊𝟏

𝒊𝟏

𝒊𝟐

𝒊𝟏

𝒐𝟏

𝒐𝟏

𝒐𝟏

𝒐𝟐

𝒊𝟐

RL Agent
Environment

𝒊𝟐

𝒐𝟐

𝒐𝟐

Environment RL Agent

inputs

outputs

Player 2 Player 1
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Example: Shield Construction = Solve Safety Game 

𝒊𝟏

𝒐𝟏

𝒐𝟏

𝒊𝟏

𝒊𝟏

𝒊𝟏

𝒊𝟐

𝒊𝟏

𝒐𝟏

𝒐𝟏

𝒐𝟏

𝒐𝟐

𝒊𝟐

𝒊𝟐

𝒐𝟐

𝒐𝟐

Environment RL Agent

inputs

outputs

Player 2 Player 1

Player 1 wins, 
if         is never visited
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Example: Shield Construction = Solve Safety Game 

𝒊𝟏

𝒐𝟏

𝒐𝟏

𝒊𝟏

𝒊𝟏

𝒊𝟏

𝒊𝟐

𝒊𝟏

𝒐𝟏

𝒐𝟏

𝒐𝟏

𝒐𝟐

𝒊𝟐

𝒊𝟐

𝒐𝟐

𝒐𝟐

Environment RL Agent

inputs

outputs

Player 2 Player 1

Player 1 wins, 
if         is never visited

Winning Region: States from which Player 1 
can enforce that is never visited
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Example: Shield Construction = Solve Safety Game 

Environment RL Agent

inputs

outputs

Player 2 Player 1

Player 1 wins, 
if         is never visited

Winning Region: States from which Player 1 
can enforce that is never visited

𝑠6
𝑠5

𝑠0 𝑠3 𝑠4
𝑠2

𝑠1

𝑠8
𝑠7
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Example: Shield Construction = Solve Safety Game 

Environment RL Agent

inputs

outputs

Player 2 Player 1

Player 1 wins, 
if         is never visited

Winning Region: States from which Player 1 
can enforce that is never visited

𝑠6
𝑠5

𝑠0 𝑠3 𝑠4
𝑠2

𝑠1

𝑠8
𝑠7
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Example: Shield Construction = Solve Safety Game 

Environment RL Agent

inputs

outputs

Player 2 Player 1

Player 1 wins, 
if         is never visited

Winning Region: States from which Player 1 
can enforce that is never visited

𝑠4

𝑠6
𝑠5

𝑠0
𝑠1

𝑠8
𝑠7

𝑠2

𝑠3
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Example: Shield Construction = Solve Safety Game 

Environment RL Agent

inputs

outputs

Player 2 Player 1

Player 1 wins, 
if         is never visited

Winning Region: States from which Player 1 
can enforce that is never visited

𝑠4

𝑠6
𝑠5

𝑠2

𝑠0
𝑠1

𝑠8
𝑠7

𝑠3
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Example: Shield Construction = Solve Safety Game 

Environment RL Agent

inputs

outputs

Player 2 Player 1

Player 1 wins, 
if         is never visited

Winning Region: States from which Player 1 
can enforce that is never visited

𝑜1

𝑜2

𝑜2

𝑜2

𝑠1

𝑠7

𝑠3
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Example: Shield Construction = Solve Safety Game 

Environment RL Agent

inputs

outputs

Player 2 Player 1

Player 1 wins, 
if         is never visited

𝑜1

𝑜2

𝑜2

𝑜2

𝑠1

𝑠7

𝑠3 𝑠1: 𝑜1, 𝑜2

𝑠5:  𝑜2

𝑠7:       𝑜2
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Safe Region / Dangerous Region / Unsafe Region

Dangerous Region:
Shield cannot enforce 

that unsafe state is 
never visited

Safe Region = 
Winning Region

Unsafe Region = Set of Unsafe States
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Video Pac-Man

Bettina Könighofer
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Demo
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Outline

Bettina Könighofer

▪ Shielding for Safety
▪ Integration of a shield in RL

▪ Symbolic Models

▪ Shields with Absolute Safety Guarantees

▪ Shields with Probabilistic Guarantees
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▪Worst-case assumptions are too pessimistic 
▪ E.g. Sensors: 

▪ Assuming that any sensor always fails does not yield to useful results

▪Consider finite horizon
▪ A bad event that can happen with low probability at each step ,

will eventually occur with probability 1.

▪ Choose finite horizon of ℎ steps

▪ E.g. ℎ = mission time, or expected battery life…

Probabilistic Worldview for RL
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Shield with Probabilistic Safety Guarantees

Bettina Könighofer

▪ Given: MDP 𝑀, safety spec 𝜑 defines set of unsafe states in 𝑀

▪ Shield: Limits probability of visiting an unsafe state. 
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▪ 𝑀 = (𝑆, 𝑠0, 𝐴, 𝑃) … Markov Decision Process (MDP)

▪ 𝜋:  𝑆 → 𝐴 … policy

▪ 𝑀𝜋 = (𝑆, 𝑠0, 𝑃) induced Markov Chain by applying 𝜋 to 𝑀

Probabilistic Model Checking
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Model Checking:

▪ ℙ𝑀𝜋,𝜑: 𝑆 × 𝑁 → [0, 1] … expected probability to satisfy 𝜑 from a state
𝑠 within ℎ steps in the MC 𝑀𝜋

▪ ℙ𝑀,𝜑
𝑚𝑎𝑥 𝑠, ℎ =  max

𝜋∈Π
ℙ𝑀𝜋,𝜑(𝑠, ℎ) … maximal expected probability over all policies to

satisfy 𝜑 from a state 𝑠 within ℎ steps.

▪ℙ𝑴,𝝋
𝒎𝒂𝒙 𝒔, 𝒂, 𝒉 = σ𝒔′∈𝑺 𝑷 𝒔, 𝒂, 𝒔′ ⋅ ℙ𝑴,𝝋

𝒎𝒂𝒙 𝒔′, 𝒉 − 𝟏

… maximal expected probability over all policies to
satisfy 𝜑 from a state 𝑠 when taking action 𝒂
within ℎ steps.

Probabilistic Model Checking

𝜑 = G safe , policy 𝜋, MDP 𝑀
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▪ Shielding Objective  𝝋, 𝒉, 𝝐
▪ 𝜑 = G safe

▪ ℎ … finite horizon

▪ 𝜖 …  safety threshold

▪ Idea of using ℙ𝒎𝒂𝒙:
▪ ℙ𝑀,𝜑

𝑚𝑎𝑥 𝑠, 𝑎, ℎ = σ𝑠′∈𝑆 𝑃 𝑠, 𝑎, 𝐬′ ⋅ ℙ𝑀,𝜑
𝑚𝑎𝑥 𝐬′, ℎ − 1

▪ Shield interferes, if after executing 𝑎, the safest policy is too risky

Simple Shield for Quantitative Safety

∀𝑠∀𝑎: if ℙ𝑚𝑎𝑥
𝜑 𝑠, 𝑎, ℎ < 𝜖 then 𝒂 is shielded in 𝒔
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Dangerous Region

∀𝒂: ℙ𝒎𝒂𝒙
𝝋 𝒔, 𝒂, 𝒉 < 𝝐 Safe Region

∀𝒂: ℙ𝒎𝒂𝒙
𝝋 𝒔, 𝒂, 𝒉 ≥ 𝝐 

Critical Region ∃𝒂: ℙ𝒎𝒂𝒙
𝝋 𝒔, 𝒂, 𝒉 ≥ 𝝐 

Unsafe Region

Simple Shield for Quantitative Safety

Shield: blocks actions with ℙ𝑚𝑎𝑥
𝜑 𝑠, 𝑎, ℎ < 𝜖 
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Dangerous Region

∀𝒂: ℙ𝒎𝒂𝒙
𝝋 𝒔, 𝒂, 𝒉 < 𝝐 Safe Region

∀𝒂: ℙ𝒎𝒂𝒙
𝝋 𝒔, 𝒂, 𝒉 ≥ 𝝐 

Critical Region ∃𝒂: ℙ𝒎𝒂𝒙
𝝋 𝒔, 𝒂, 𝒉 ≥ 𝝐 

Unsafe Region

Simple Shield for Quantitative Safety

Shield: Domain specific solution
▪ Allow only the safest action
▪ Pre-defined fallback action (breaking), hand over control to human…
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Shield Integration via Constrainted RL

Bettina Könighofer

▪ Find policy 𝑚𝑎𝑥
𝜃

𝐽𝑅
𝜋𝜃  𝑠. 𝑡. 𝐽𝐶

𝜋𝜃 = ℙ σ𝑡 𝐶 𝑠𝑡, 𝑎𝑡 ≥ 𝜂 ≤ 𝜖

▪ Agent should learn to behave safely

costs

𝑪 𝒔, 𝒂 =  ℙ𝑴,𝝋
𝒎𝒂𝒙 𝒔, 𝒂
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Demonstration

▪ Training: maskable Proximal Policy Optimization, 
via Stable-Baseline3, default parameters

▪ 5% prob. that wind displaces UAV

▪ Shield enforces that the minimal probability of reaching an unsafe state within 𝟐𝟎 steps is at 
most 𝒑 ∈ {𝟎. 𝟎, 𝟎. 𝟎𝟑, 𝟎. 𝟎𝟓}



isec.tugraz.at

101

Demo Molecular Assembly

Bettina Könighofer
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Demo Molecular Assembly

Bettina Könighofer
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Demo Molecular Assembly

Bettina Könighofer

Shield: Forces molecule to stay in corridor

SAT-based matching and scheduling



isec.tugraz.at

104

Demo Molecular Assembly

Bettina Könighofer
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▪ MinigridSafe

▪ TEMPEST 
▪ Integrates Tempest directly in the 

Gymnasium API

Playground for Shielding
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Shields are great…

…if you have an accurate world model.

10
6
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