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How to virtualize PIC and PIT?



Event Injection - Example www.tugraz.at

1. Check pending interrupts

→ Keyboard, Keyboard

2. Check guest IF flag → 0

3. Set interrupt-window exiting

4. Continue guest

Int. Window Exiting 0

Int. Info. 0

rflags.IF 0

pending IRQs Keyboard
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Event Injection - Example www.tugraz.at

< i r q h a n d l e r>

i n EAX, 0 x64

i r e t

Int. Window Exiting 0

Int. Info. 0x80000021

rflags.IF 0
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1. IN and OUT always use EAX,
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2. Hypervisor injects value
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Virtualized PIC and PIT www.tugraz.at

• Examine VMExits based on IO port operations

• Emulate PIC and PIT for their ports

• You don’t need to implement all features

• only what SWEB needs

• check SWEB’s code if unsure
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Virtualized PIC www.tugraz.at

• Emulate the ports for the configuration:

• the offset mapping HW IRQ to interrupt vectors

• the interrupt mask enabling and disabling interrupts

• ...

• Forward only enabled interrupts to the guest

• Manage pending interrupts in the HV

• Think about interrupts during interrupts (hint: EOI)

• Goal: Be able to forward keyboard scancodes to the guest
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Virtualized PIT www.tugraz.at

• Emulate the ports similar to the PIC

• Generate timer interrupts if enabled in the PIC

• Goal: Generate timer interrupts for the guest’s scheduler
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Virtualized PIC and PIT - VMX www.tugraz.at

• Register: CPU BASED VM EXEC CONTROL

• Bit: CPU BASED VIRTUAL INTR PENDING

• Register: VM ENTRY INTR INFO FIELD

• Register: VMX PREEMPTION TIMER VALUE

• ExitReasons: INT WINDOW, IO INST and NMI
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Questions?


