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Recall from last time

Lecture ground rules

AWe color technologies, algorithms, etc. for your convenience

A Stateof-the-art tech, no known vulnerabilities
A This is generally safe to use!

AOutdated tech, known issues, covered for demonstration purp@ses
A You should not use this!

AColoring provides a very quigkd-dirty categorization for you
AWantto knowwhyk ¢ KI 1 Qa ¢KI GO0 KS f SOU dzNB A



Recall from last time

Meet the players
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Last time:
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This time:
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From: Message Notification <fake@email.com>
To: You <you@lawful.org>
Subject: Urgent Message!

You have one pending message. Click to view: httpqi/waw.evil.orgz




evil.org - Totally Legitimate Online [ X +

U I} localhost:8000/evil.org.html

X Your Bank — Trustworthy Online Banking £

‘Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $500m donation from the International Monetary Fund.

Your password: || Secure log in? |

We swear this money actually exists. Look, here's a picture we found on the internet to prove it:

If you do not react within 5 (five) business days, your account will be locked. Thank you.

www.iaik.tugraz.at
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evil.org - Totally Legitimate Online [ X +

C’ O localhost:8000/evil.org.html

X Your Bank — Trustworthy Online Banking £

Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $500m donation from the Intemnational Monetary Fund.

Your password: | || Secure log in! |

We swear this money actually exists. Look, here's a picture we found on the internet to prove it:

If you do not react within 5 (five) business days, your account will be locked. Thank you.

s Bob screwed?

www.iaik.tugraz.at
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evil.org - Totally Legitimate Online [ X< +

7:,7 O localhost:8000/evil.org.html

X Your Bank — Trustworthy Online Banking £

Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $500m donation from the International Monetary Fund.

Your password: Ilillllllllillllllll[ Secugmog in! |
| |

We swear this money actually exists. Look, here's a picture we found on the internet to prove it:

correct horse battery staple

If you do not react within 5 (five) business days, your account will be locked. Thank you.

s Bob screwed?
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correct horse battery staple

evil.org - Totally Legitimate Online [ X< +

7:,7 O localhost:8000/evil.org.html

X Your Bank — Trustworthy Online Banking £

Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $500m donation from the International Monetary Fund.

Your password: Ilillllllllillllllll[ Secugmog in! |
| |

We swear this money actually exists. Look, here's a picture we found on the internet to prove it:

Yes

www.iaik.tugraz.at
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evil.org - Totally Legitimate Online [ X

U ¥ localhost

X Your Bank — Trustworthy Online Banking £

‘Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $500m donation from the International Monetary Fund.

Your password: || Secure log in? |

We swear this money actually exists. Look, here's a picture we found on the internet to prove it:

If you do not react within 5 (five) business days, your account will be locked. Thank you.

s Bob screwed?2

www.iaik.tugraz.at
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evil.org - Totally Legitimate Online [ X

U ¥ localhost

X Your Bank — Trustworthy Online Banking £

‘Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $500m donation from the International Monetary Fund.

Your password: || Secure log in? |

We swear this money actually exists. Look, here's a picture we found on the internet to prove it:

www.iaik.tugraz.at
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My Exarnple Web Page * +

C O D locahost8000/example i A What kinds of files make up a web page?

Welcome to my web sitel

There are many web sites out there. However, this one is mine.

I think it is very special. It even links to Wfkﬁ' edia!

https://fr.wikipedia.org

14
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My Example Web Page

O O localhost What kinds of files make up a web page?

Welcome to my web site! A HyperText MarkupLanguage

There are many web sites out there. However, this one is mine. A Page content and structure

I think it 15 very special. It even links to Wikﬁ' dia!

https://en.wikipedia.org

<!doctype HTML:
<htmlz
<head:>
title>My Example Web Page</titlex
d»

*Welcome to my web site!</hl:

& ..". FI -2

[fen.wikipedia.org/"Wikipedia</a>!</p>
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My Exarnple Web Page

U (Y localhost

Welcome to my web sitel

There are many web sites out there. However, this one is mine.

I think it is very special. It even links to Wikﬁ' edia!l

https://en.wikipedia.org

<!doctype HTML:
<html:>
<head>
<title>My Example Web Page</titlex
<link rel="stylesheet" href="example.css"}|

*Welcome to my web sitel</hl:
£p>There are many web sites out there. Howewver, this one is mine.</p>
<@ href="https

</ html >

www.iaik.tugraz.at

What kinds of files make up a web page?

A HyperText MarkupLanguage

A Page content and structure

A Cascadindyle Sheets

A Page layout and formatting

html

background: rgh(174, 248, 174);
font-family: Verdana;
padding: 15px;

font-family: ;
text-decoration: underline;

font-style: italic;

16
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My Exarnple Web Page

C O D ocihos What kinds of files make up a web page?

A HyperText MarkupLanguage

A Page content and structure

There are many web sites out there. However, this one is mine. A (:ascadinggyle S’]eets
I think it is very special. It even links to W_Hcﬂ@! _A Page layout ana formatting
A Javascript
A Dynamically modify the web page

A Request additional data on demand
AlTYR YIyeée Y2NBX

Welcome to my web sitel

html

[
background: rgh(174, 248, 174);
font-family: Verdana;
padding: 15px;

https://fr.wikipedia.org

<!doctype HTML:
<html:
<head:>
<titlexMy Exa .
< '”E rel="st "~T e e.css"> font-family:
z ? EX T -JeCorg On: Un

document . getElementsByTagName('a' ) [@].addEventListener( ‘mouseover’, function()

<hlxWelcome to my web site!</hl:
<p>There are many web sites out there. However, this one is mine.</p>
p>I think it is very special. It even links to <a href="hitps://en.wilg.,.

let languages = ['en','de’, "it","'fr', 'es"];
this.href = ("https:// " +languages[(Math.random(} * languages.length) | @]+’



A JaveScript
A Dynamically modify the web page

A Request additional data on demand /J
AlLYR YlIyé Y2NBX




Hey, please run this
program while displaying
the website to the user.
Thanks!

www.iaik.tugraz.at

JESESopun pasn ‘(610-g|jizow) uonepunoS ejizoy ay Aq 0b0o| xoali B[iZO 8y.L
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Hey, please run this
program while displaying
the website to the user.

Thanks!

What could possibly go wronb’?

20
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the website to the user.

Hey, please run this
program while displaying
Thanks!

What could possibly go wronb?

Yeah, no, seriously. What cou|d?

21



evil.org - Totally Legitimate Ornlir

X Your Bank — Trustworthy Online Banking f§

Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $500m_donation from the Intemational Monetary Fund.

Your password: Secure log in! |

We swear this money actually exists. Look, here's a picture we found on the mternet to prove 1t:

If you do not react within 5 (five) business days, your account will be locked. Thank vou.

Can Eve attack the O

S

?

www.iaik.tugraz.at
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X Your Bank — Trustworthy Online Banking f§

Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $500m_donation from the Intemational Monetary Fund.

Your password: Secure log in! |

We swear this money actually exists. Look, here's a picture we found on the mternet to prove 1t:

If you do not react within 5 (five) business days, your account will be locked. Thank vou.

cannot escape sandbo

www.iaik.tugraz.at

Can Eve attack the OS?

NoO.

(unless something has gone horribly wrong)



r.-:1.{ug - T:}dqtr_,' L.:_qﬂimar_u: Oinlime

cC OD

X Your Bank — Trustworthy Online Banking §§

Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $5mm donation from the Intermational Monetary Fund.

Your password: Secure log in! |

We swear this money actually exists. Look, here's a picture we found on the mternet to prove 1t:

If vou do not react withan 5 (five) business days, your account will be locked. Thank yvou.

-—>

www.iaik.tugraz.at

05 Mail - jakob.heher@iaik.tugraz. * +

O E] https://owa.iaik.tugraz.at/fowa/#path=/mail

Search Mail and People p Qi—:} New | v ves

~ Favorites
Inbrox
Sent ltems
Deleted ltems

~ Jakob Heher

Drafts
Sent lkems

Deleted ltems
Junk Email Select an i

Click here to always sele
MNotes !

R55 Subscriptions

Can Eve attack other tabs?

24
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evil.org - Totally Legitimate Online | 0 Mail - jakob.heher@iaiktugraz. X +

C O E] https://owa.iaik.tugraz.at/fowa/#path=/mail

c OD
X Your Bank — Trustworthy Online Banking E o
Search Mail and People p () New|v  eo»
Welcome to your absolutely legitimate online banking platform. ~ Favorites
Inbox ~
Please enter your secure password below to accept a . 500m donation from the International Monetary Fund. Sent ltems
Deleted ltems
Your password: Secure log in! | ~ Jakob Heher
We swear this money actually exists. Look, here's a picture we found on the mternet to prove 1t:
cannot escape sandbok
C Deleted ltems
FEE— Selectan it
Notes Click here to always sele
R55 Subscriptions
If vou do not react withan 5 (five) business days, your account will be locked. Thank yvou.
>

Can Eve attack other tabs?
No.

(unless something has gone horribly wrong)




r.-:1.{ug - T:}dql_,' L.:_qﬂimar_u: Onlime | =

cC OD

X Your Bank — Trustworthy Online Banking §§

Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a . 500m _donation from the Intemational Monetary Fund.

Your password: Secure log in! |

We swear this money actually exists. Look, here's a picture we found on the mternet to prove 1t:

If vou do not react withan 5 (five) business days, your account will be locked. Thank yvou.

WhatcanEve attack?

www.iaik.tugraz.at
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r.-:1.{ug - T:}dqtr_,' L.:_qﬂimar_u: Onlime | = r.-:1.{:4g . T:_w.-ull_,' lu:_qﬂirm_ur_u: Online | =

c OO0 Q) Search = W 2 G on

Ler

X Your Bank — Trustworthy Online Banking §§ X Your Bank — Trustworthy Online Banking

Welcome to your absolutely legitimate online banking platform. Welcome to your absolutely legitimate online banking platform.

Please enter your secure password below to accept a $5ﬂﬂm deonation from the Intemational Monetary Fund.

Please enter your secure password below to accept a $5mm donation from the Intermational Monetary Fund.

|Yuur password: Secure hog in! |

Your password: Secure log in! |

We swear this money actually exists. Look, here's a picture we found on the mternet to prove 1t: We swear this money actually exists. Look, here's a picture we found on the mntermet to prove it:

If vou do not react withan 5 (five) business days, your account will be locked. Thank yvou. If vou do not react withan 5 (five) business days, your account will be locked. Thank vou.

D

7/

WhatcanEve attack
Thecurrenttab.

27
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Eve keeps control

Do something on current pagel

OdzZNNByd Gl o

Navigate tab to victim page

Eve loses control

28
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evill.peg - T.:.-1.,|I.}_,' I_i:gﬂ.rn.:.r,i: Orlim

c OD

X Your Bank — Trustworthy Online Banking g

Welcome to vour absolutely legitimate online banking platform.

Please enter vour secure password below to accept a_ﬁﬁﬂ'ﬂm donation from the Intemational Monetary Fund.

Your password: Secure kg in!

We swear this money actually exists. Look, here's a picture we found on the infernet to prove it

Search Mail and People O @® New|v -

~ Favorites
Inbox
Sent ltems
Deleted ltems
A Jakob Heher

Inbox
Drafts

Sent ltems

If vou do not react withan 5 (five) business davs, yvour s e
Junk Email Select an i
Notes Click here to always sele

RSS Subscriptions

<iframe>
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= .|.-I::-'I:'i Tetal e f'l]‘l1l.'l'||'|rf' Onlire | ™

Scheme: http . All three need to match!
Host: EVil.Org h}r 0]].]]]1 X http:// yoogle.com/ I https:/ ‘google.com/

Port: 80

Please enter your secure passy] theSE frames have differemrigin Iu.mmmpm_

Your password:

Scheme: https
Host: owa.iaik.tugraz.at
Port: 443

\\\\\

sssssssss

If vou do not react within 5 (five) business days, your| 7

\\\\\\\\\

Select an i

<iframe>
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evill.peg - T._-.-ul:r_,- I_i:gﬂ.rn.:.r,i: Orlim

O 0

X Your Bank — Trustworthy Online Banking %

Welcome to vour absolutely legitimate online banking platform.

Please enter vour secure password below to accept a}ﬁﬂuﬂl donation from the Intemational Monetary Fund.

Your password: Secure kg in!

A

no interaction with cros®rigin iframe

We swear this money actually exists. Look,

Search Mail and People SO

~ Favorites
Inbox
Sent ltems
Deleted ltems
A Jakob Heher

Inbox
Drafts

Sent ltems

If vou do not react withan 5 (five) business davs, yvour s e
Junk Email Select an i
Notes Click here to always sele

RSS Subscriptions

<iframe>
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evill.peg - T._-.-ul:r_,- I_i:gﬂ.rn.:.r,i: Orlim

O 0

X Your Bank — Trustworthy Online Banking %

Welcome to vour absolutely legitimate online banking platform.

Please enter vour secure password below to accept a}ﬁﬂuﬂl donation from the Intemational Monetary Fund.

Your password: Secure kg in!

We swear this money actually exists. Look, here's a picture we found on the infernet to prove it

If vou do not react withan 5 (five) business davs, yvour account will be locked. Thank vou.

await fetch('https://secure.lawful.org/all the dataz.

www.iaik.tugraz.at
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evill.peg - T.:.-1.,|I'.':,' I_i:gﬂ.rn.:.h: Omlime | X

c OD

X Your Bank — Trustworthy Online Banking E

Welcome to vour absolutely legitimate online banking platform.

Please enter vour secure password below to accept a_ﬁﬁﬂ'ﬂm donation from the Intemational Monetary Fund.

Your password: Secure kg in!

found on the mtemnet to prove it:

A Can only sendaferequests
A Cannot access response data

°, A

limited interaction with cros®rigin URL

If vou do not react withan 5 (five) business davs, vour account will be lockell. Thank vou.

await fetch('https://secure.lawful.org/all the dataz.

<script>
@ cCross-origin Request Blocked: The Same Origin Policy disallows reading the remote resource at hitps://secure.lowful.orgsall_the dataz.json.

Learn More]
! 33

(Reason: CORS header ‘Access-Control-Allow-Origin' missing).
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WhatcanEve do?

ASend arbitrary GET requests
ABut: response data is |nacceSS|bIe'

await fetch('https://secure.lawful.orgfall the data

ASend arbitrary POST requests

<form action="https://secure.lawful.org/add admin account" method="POST">

AEmbed arbitrary JavaScript

<script src="https://secure.lawful.org/userdata.js?callback=insecure"></script>

AEmbed arbitrary web pages as iframes

<iframe src="http://twitter.com/home?status=Don'tX28CLlick:%20http://tiny - famgzs6" secrolling="no"></iframe>

34
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WhatcanEve do?

AOK, but why even involve Bob?
A9 @S Oy YI 1S (KSAaS NFBIljdzSada

<form action="https://secure.lawful.org/add admin account" method="POST">

<script src="https://secure.lawful.org/userdata.js?callback=insecure"></script>

<iframe src="http://twitter.com/home?status=Don'tX¥28Click:X20http://tinyurl.com/amgzs6" scrolling="no"></iframe>

35
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WhatcanEve do?

AOK, but why even involve Bob?
A9 @S Oy YI 1S (KSAaS NFBIljdzSada

<iframe src="http://twitter.com/home?status=Don'tX¥28Click:X20http://tinyurl.com/amgzs6" scrolling="no"></iframe>

A9 ¥S Ol NIBabmakkg thesehdguesis!
AEve cares aboyiermissionshat Bob has
AEve cares about the action beiatiributed to Bob

A. 206 Qa4 Mﬂw@nﬁca@dﬂsBAl

36



Web Authentication Techniques
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IP Address O

ALA GKS NXBIdzSad Aa O2YAy3d FTNRY a
AOnly allow the request if this is true

39



IP Address O

ALA GKS NXBIdzSad Aa O2YAy3d FTNRY a
AOnly allow the request if this is true

AEve can make arbitrary requests in our attack scenario
AtKSe gAfft it 060S O2YAYy3d FTNRBY . 200Qa
A.dziY 9@0S OFyQid | 00Saa (GKS NbaLR
Al viSaa ¢S YIS FdzZNLKSNI YAadal 1Sax



Tokenbased authentication

AWhen Bob logs in, Bob getsaken
Al 2YS 1TAYR 2F GaLISOAFTt ¢ AU0NRMY3

SNYIYSY G. 20¢
RY GO2NNBOi K2NBRS ol 0S5 Hg

OK, your token is:
YApPKK9ne20bfSPNcOjbwow==




Tokenbased authentication

AWhen Bob logs in, Bob getsaken
A{2YS 1AYR 2F GaLISOAIft & a0NMYy3

A2 LINPOQOS A0Qa .20 UKS ONRSaSNI
ACKS &aSNIWSNJI OlFlYy y2¢ OSNATFeé AGQa .20

YApPKK9ne20bfSPNcOjbwbw==




Tokenbased authentication

Token generation
G2 KIFdQa Ay (0KS G21SyKé

Token storage
62 KSNB R2S8a .20 1S88L (kS d218yHe

LY 0KS ONRGASNE a2YSK2Js X
A If Eve compromises the token, Eve wins by default
A ¢CKSNE NS RAFFSNBYyG dFea (G2 Fal .20Q38 oNRFASNI i
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[
~d

URL rewriting O

AStore the token as a parameter in the URL
Ae.g.http://genuine.org/view.php?S: YAPKK9ne20bfSPNcOjbw

ADynamically adjust all links on the site to include the token

44



URL rewriting O

AStore the token as a parameter in the URL
Ae.g.http://genuine.org/view.php?S: YAPKK9ne20bfSPNcOjbw

ADynamically adjust all links on the site to include the token

AUsers commonly copy links to your website
AlIf Bob copies this URL and sends it to Alice, Alice will be logged in as Bob!

ACKIFYy 1 FdzE t e 'w[] NBESNAGAYT KIFa 6
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HTTP Cookies

Al SNIWSNJ a02NBa | adNAy3I Ay O0KS

AL 2008 ONRBGASNI AaSYR&®regquésk & a0 NRy 3
Al SNIWSNJ OF'y OSNRM FeéookieKII 0 AU0Qa . 20

46
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HTTP Cookies

Al SNIWSNJ a02NBa | adNAy3I Ay O0KS
AL 20048 ONRGASNI AaSYR&®regquést & a0 NR Y 3
Al SNIWSNJ OF'y OSNRM FeéookieKII 0 AU0Qa . 20

A dzii 62y Qi . 2008 ONRBGgASNI 2dzal as:
ASince 2021: No!

47
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HTTP Cookies

AHTTP cookies come with a varietyatifibutes:
ASecure : only send this over HTTPS
AHttpOnly : not accessible from JavaScript

Al YR 20KSNA& X
ACKAE FTGOGNROGdzGS fSa dza LINPGSOG

48
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HTTP Cookies

AHTTP cookies come with a varietyatifibutes:

ASameSite : do not send this for requests started by a different origin

A SameSite =Strict : Never send this with a crossigin request
A SameSite =LaxY 52y QiU & Sy Rrigin feduésts,@icepkiofpUeNddgation
(A SameSite =None: Send this with any request, even crasgjin

49
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HTTP Cookies

AHTTP cookies come with a varietyatifibutes:

ASameSite : do not send this for requests started by a different origin

A SameSite =Strict : Never send this with a crossigin request
A SameSite =LaxY 52y QiU & Sy Rrigin feduésts,@icepkiofpUeNddgation
(A SameSite =None: Send this with any request, even crasgjin

A2 K I ib@lavel navigatiof?
ANavigation that changes the URL bar
Almportant: this can only ever be a HTGETrequest
ABob is also leaving the site, so Eve can no longer interact with him

50
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HTTP Cookies

AHTTP cookies come with a varietyatifibutes:

ASameSite : do not send this for requests started by a different origin
A SameSite =Strict : Never send this with a crossigin request

A SameSite =LaxY 52y Q0 & Sy Rrigin feduésts,éeicepkio @dgation
(A SameSite =None: Send this with any request, even cmmi'gin¢ Default before 2021

A2 K I ib@lavel navigatiof?
ANavigation that changes the URL bar
Almportant: this can only ever be a HTGETrequest
ABob is also leaving the site, so Eve can no longer interact with him

51
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HTTP Cookies

AHTTP cookies come with a varietyatifibutes:

ASameSite : do not send this for requests started by a different origin
A SameSite =Strict : Never send this with a crossigin request
A SameSite =LaxY 52y QU & Sy Rrigin fedudsts,cicepkiopQeNmdgation

@ Samed > =None: Send this with any request, even crasgjin
Default since 2021!

A2 K I ib@lavel navigatiof?
ANavigation that changes the URL bar
Almportant: this can only ever be a HTGETrequest
ABob is also leaving the site, so Eve can no longer interact with him

52
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WhatcanEve do?

ASend ag#ary GET requests.
ABut:

<form action="https://se. =.law org/add admin account" method="POST">

<iframe src="http://twitter.con ome: ‘' =Don'tk28Click:%28http://tinyurl.com/amgzs6" scrolling="no"></iframe>

53
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WhatcanEve do?

ANavigate Bob to arbltrary URLS

window. location = 'https://

CON recap

AA HTTRSETrequest retrieves a resource

AHTTRGETrequests should not modify resources
AMaking the sam&ETrequest multiple times should be safe

AMethod functionality is by convention
ANothing is stopping you from deleting a file wheGBTNES Ij dzSa (0 A& Y

54
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WhatcanEve do?

ANavigate Bob to arbitrary URLS

window.location = 'https://secure.lawful.org/create admin account.php?user=eve&password=evulz";

AQossSte RequestForgery
A Significantly harder with th&ameSite =Lax default
AWith the None default, forging POST forms was possible

ABadlydesigned websites might still be vulnerable
ANever letGEThave side effects!
ANever trust URL parameters, even from trusted users!

55



APersistent key/value store in the browser
AEach origin has its owacalStorage

ANot sent anywhere by default

AJavaScript explicitly reads the token and sends it when necessary
A9 @dSQa aAridsS Ol yQiU R2localStakages o0 SOl dza S A

AEve can embed a genuine page inémame> |
AThe genuine JavaScript runs in giffame>
Alt has the ability to accedscalStorage
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evill.peg - T._-.-ul:r_,- I_i:gﬂ.rn.:.r,i: Orlim

O 0

X Your Bank — Trustworthy Online Banking %

Welcome to vour absolutely legitimate online banking platform.

Please enter vour secure password below to accept a}ﬁﬂuﬂl donation from the Intemational Monetary Fund.

Your password: Secure kg in!

A

no interaction with cros®rigin iframe

We swear this money actually exists. Look,

Search Mail and People SO

~ Favorites
Inbox
Sent ltems
Deleted ltems
A Jakob Heher

Inbox
Drafts

Sent ltems

If vou do not react withan 5 (five) business davs, yvour s e
Junk Email Select an i
Notes Click here to always sele

RSS Subscriptions

<iframe>
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Save The Animals!

a O A evil.org

' Pet the kitten! || Ignore the kitten! |

www.iaik.tugraz.at
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