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Lecture ground rules

ÅWe color technologies, algorithms, etc. for your convenience
ÅState-of-the-art tech, no known vulnerabilities 
ÅThis is generally safe to use!

ÅOutdated tech, known issues, covered for demonstration purposes Ṏ
ÅYou should not use this!

ÅColoring provides a very quick-and-dirty categorization for you
ÅWant to know whyΚ ¢ƘŀǘΩǎ ǿƘŀǘ ǘƘŜ ƭŜŎǘǳǊŜ ƛǎ ŦƻǊ Ю
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Recall from last time



Meet the players
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Alice Bob Eve Smith
she/hers she/hershe/his ????
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Recall from last time



Last time:
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This time:
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Is Bob screwed?
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Is Bob screwed?

correct horse battery staple
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Is Bob screwed?

correct horse battery staple

Yes.
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Is Bob screwed?

¢Ƙƛǎ ǎƻǳƴŘǎ ŦƛǎƘȅΧ
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Is Bob screwed?

¢Ƙƛǎ ǎƻǳƴŘǎ ŦƛǎƘȅΧ

Maybe...
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What kinds of files make up a web page?
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What kinds of files make up a web page?

ÅHyperText Markup Language
Å Page content and structure
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Å Page content and structure
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What kinds of files make up a web page?

ÅHyperText Markup Language
Å Page content and structure

ÅCascading Style Sheets
Å Page layout and formatting

ÅJavaScript
Å Dynamically modify the web page
Å Request additional data on demand
ÅŀƴŘ Ƴŀƴȅ ƳƻǊŜΧ
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What kinds of files make up a web page?

ÅHyperText Markup Language
Å Page content and structure

ÅCascading Style Sheets
Å Page layout and formatting

ÅJavaScript
Å Dynamically modify the web page
Å Request additional data on demand
ÅŀƴŘ Ƴŀƴȅ ƳƻǊŜΧ

ÅJavaScript
Å Dynamically modify the web page
Å Request additional data on demand
ÅŀƴŘ Ƴŀƴȅ ƳƻǊŜΧ
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Hey, please run this 
program while displaying 
the website to the user.

Thanks!

Sure!
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Hey, please run this 
program while displaying 
the website to the user.

Thanks!

Sure!

What could possibly go wrong?
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Hey, please run this 
program while displaying 
the website to the user.

Thanks!

Sure!

What could possibly go wrong?
Yeah, no, seriously. What could?
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Can Eve attack the OS?
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cannot escape sandbox

Can Eve attack the OS?
No.

(unless something has gone horribly wrong)



www.iaik.tugraz.at

24

Can Eve attack other tabs?
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cannot escape sandbox

Can Eve attack other tabs?
No.

(unless something has gone horribly wrong)
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What canEve attack?
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What canEve attack?
The currenttab.
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9ǾŜ Ŏŀƴ άŀǘǘŀŎƪέ ǘƘŜ ŎǳǊǊŜƴǘ ǘŀō

Navigate tab to victim page

Do something on current page

Eve keeps control

Eve loses control
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<iframe>
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<iframe>

Scheme:
Host:
Port:

http

evil.org

80

https

owa.iaik.tugraz.at

443

Scheme:
Host:
Port:

these frames have different origin

All three need to match!
http://google.com/   ґ   https://google.com/
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<iframe>

no interaction with cross-origin iframe
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<script>
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<script>

limited interaction with cross-origin URL

Å Can only send saferequests
Å Cannot access response data



What canEve do?

ÅSend arbitrary GET requests
ÅBut: response data is inaccessible!

ÅSend arbitrary POST requests

ÅEmbed arbitrary JavaScript

ÅEmbed arbitrary web pages as iframes
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What canEve do?

ÅOK, but why even involve Bob?
Å9ǾŜ Ŏŀƴ ƳŀƪŜ ǘƘŜǎŜ ǊŜǉǳŜǎǘǎ ŀƭǊŜŀŘȅΧ
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What canEve do?

ÅOK, but why even involve Bob?
Å9ǾŜ Ŏŀƴ ƳŀƪŜ ǘƘŜǎŜ ǊŜǉǳŜǎǘǎ ŀƭǊŜŀŘȅΧ

Å9ǾŜ ŎŀǊŜǎ ǘƘŀǘ ƛǘΩǎ Bobmaking these requests!
ÅEve cares about permissionsthat Bob has

ÅEve cares about the action being attributed to Bob

Å.ƻōΩǎ ōǊƻǿǎŜǊ ƛǎ authenticatedas Bob
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Web Authentication Techniques
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Iƻǿ ŘƻŜǎ ŀ ǿŜō ǎŜǊǾŜǊ ƪƴƻǿ ƛǘΩǎ ȅƻǳΚ

www.iaik.tugraz.at

38



IP Address

ÅLǎ ǘƘŜ ǊŜǉǳŜǎǘ ƛǎ ŎƻƳƛƴƎ ŦǊƻƳ ǎƻƳŜ άǎŜŎǳǊŜέ ŀŘŘǊŜǎǎ ǊŀƴƎŜΚ
ÅOnly allow the request if this is true
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Ṏ



IP Address

ÅLǎ ǘƘŜ ǊŜǉǳŜǎǘ ƛǎ ŎƻƳƛƴƎ ŦǊƻƳ ǎƻƳŜ άǎŜŎǳǊŜέ ŀŘŘǊŜǎǎ ǊŀƴƎŜΚ
ÅOnly allow the request if this is true

ÅEve can make arbitrary requests in our attack scenario
Å¢ƘŜȅ ǿƛƭƭ ŀƭƭ ōŜ ŎƻƳƛƴƎ ŦǊƻƳ .ƻōΩǎ ŎƻƳǇǳǘŜǊΗ

Å.ǳǘΥ 9ǾŜ ŎŀƴΩǘ ŀŎŎŜǎǎ ǘƘŜ ǊŜǎǇƻƴǎŜ Řŀǘŀ
Å¦ƴƭŜǎǎ ǿŜ ƳŀƪŜ ŦǳǊǘƘŜǊ ƳƛǎǘŀƪŜǎΧ
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Token-based authentication

ÅWhen Bob logs in, Bob gets a token
Å{ƻƳŜ ƪƛƴŘ ƻŦ άǎǇŜŎƛŀƭέ ǎǘǊƛƴƎ
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¦ǎŜǊƴŀƳŜΥ ά.ƻōέ
tŀǎǎǿƻǊŘΥ άŎƻǊǊŜŎǘ ƘƻǊǎŜ ōŀǘǘŜǊȅ ǎǘŀǇƭŜέ

OK, your token is:
YApKK9ne20bfSPNc0jbw6w==



Token-based authentication

ÅWhen Bob logs in, Bob gets a token
Å{ƻƳŜ ƪƛƴŘ ƻŦ άǎǇŜŎƛŀƭέ ǎǘǊƛƴƎ

Å¢ƻ ǇǊƻǾŜ ƛǘΩǎ .ƻōΣ ǘƘŜ ōǊƻǿǎŜǊ ǎŜƴŘǎ ǘƘŜ ǘƻƪŜƴ ōŀŎƪ
Å¢ƘŜ ǎŜǊǾŜǊ Ŏŀƴ ƴƻǿ ǾŜǊƛŦȅ ƛǘΩǎ .ƻō
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YApKK9ne20bfSPNc0jbw6w==



Token-based authentication
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Token generation
ά²ƘŀǘΩǎ ƛƴ ǘƘŜ ǘƻƪŜƴΚέ

Token storage
ά²ƘŜǊŜ ŘƻŜǎ .ƻō ƪŜŜǇ ǘƘŜ ǘƻƪŜƴΚέ

Lƴ ǘƘŜ ōǊƻǿǎŜǊΣ ǎƻƳŜƘƻǿΧ
Å If Eve compromises the token, Eve wins by default
Å ¢ƘŜǊŜ ŀǊŜ ŘƛŦŦŜǊŜƴǘ ǿŀȅǎ ǘƻ ŀǎƪ .ƻōΩǎ ōǊƻǿǎŜǊ ǘƻ ǎǘƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴΧ



URL rewriting

ÅStore the token as a parameter in the URL
Åe.g. http://genuine.org/view.php?S= YApKK9ne20bfSPNc0jbw

ÅDynamically adjust all links on the site to include the token
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Ṏ
Token storage:



URL rewriting

ÅStore the token as a parameter in the URL
Åe.g. http://genuine.org/view.php?S= YApKK9ne20bfSPNc0jbw

ÅDynamically adjust all links on the site to include the token

ÅUsers commonly copy links to your website
ÅIf Bob copies this URL and sends it to Alice, Alice will be logged in as Bob!

Å¢ƘŀƴƪŦǳƭƭȅΣ ¦w[ ǊŜǿǊƛǘƛƴƎ Ƙŀǎ όƳƻǎǘƭȅύ ŘƛŜŘ ƻǳǘΧ
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Ṏ
Token storage:



HTTP Cookies

Å{ŜǊǾŜǊ ǎǘƻǊŜǎ ŀ ǎǘǊƛƴƎ ƛƴ ǘƘŜ .ƻōΩǎ ōǊƻǿǎŜǊ

Å.ƻōΩǎ ōǊƻǿǎŜǊ ǎŜƴŘǎ ǘƘƛǎ ǎǘǊƛƴƎ ōŀŎƪ ǿƛǘƘ ŀƴȅ*) request

Å{ŜǊǾŜǊ Ŏŀƴ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘΩǎ .ƻō ŦǊƻƳ ǘƘƛǎ cookie
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Token storage:



HTTP Cookies

Å{ŜǊǾŜǊ ǎǘƻǊŜǎ ŀ ǎǘǊƛƴƎ ƛƴ ǘƘŜ .ƻōΩǎ ōǊƻǿǎŜǊ

Å.ƻōΩǎ ōǊƻǿǎŜǊ ǎŜƴŘǎ ǘƘƛǎ ǎǘǊƛƴƎ ōŀŎƪ ǿƛǘƘ ŀƴȅ*) request

Å{ŜǊǾŜǊ Ŏŀƴ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘΩǎ .ƻō ŦǊƻƳ ǘƘƛǎ cookie

Å.ǳǘ ǿƻƴΩǘ .ƻōΩǎ ōǊƻǿǎŜǊ Ƨǳǎǘ ǎŜƴŘ ǘƘŜ ŎƻƻƪƛŜ ǿƘŜƴ 9ǾŜ ŀǎƪǎ ƛǘ ǘƻΚ
ÅSince 2021: No!
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Token storage:



HTTP Cookies

ÅHTTP cookies come with a variety of attributes:
ÅSameSite : do not send this for requests started by a different origin

ÅSecure : only send this over HTTPS

ÅHttpOnly : not accessible from JavaScript

ÅŀƴŘ ƻǘƘŜǊǎΧ

Å¢Ƙƛǎ ŀǘǘǊƛōǳǘŜ ƭŜǘǎ ǳǎ ǇǊƻǘŜŎǘ ŀƎŀƛƴǎǘ 9ǾŜΩǎ ǎƘŜƴŀƴƛƎŀƴǎΗ
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Token storage:



HTTP Cookies

ÅHTTP cookies come with a variety of attributes:
ÅSameSite : do not send this for requests started by a different origin
ÅSameSite =Strict : Never send this with a cross-origin request

ÅSameSite =LaxΥ 5ƻƴΩǘ ǎŜƴŘ ǘƘƛǎ ǿƛǘƘ ŎǊƻǎǎ-origin requests, except top-level navigation

ÅSameSite =None: Send this with any request, even cross-origin
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Ṏ

Token storage:



HTTP Cookies

ÅHTTP cookies come with a variety of attributes:
ÅSameSite : do not send this for requests started by a different origin
ÅSameSite =Strict : Never send this with a cross-origin request

ÅSameSite =LaxΥ 5ƻƴΩǘ ǎŜƴŘ ǘƘƛǎ ǿƛǘƘ ŎǊƻǎǎ-origin requests, except top-level navigation

ÅSameSite =None: Send this with any request, even cross-origin

Å²ƘŀǘΩǎ top-level navigation?
ÅNavigation that changes the URL bar

ÅImportant: this can only ever be a HTTP GETrequest

ÅBob is also leaving the site, so Eve can no longer interact with him
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Ṏ

Token storage:



HTTP Cookies

ÅHTTP cookies come with a variety of attributes:
ÅSameSite : do not send this for requests started by a different origin
ÅSameSite =Strict : Never send this with a cross-origin request

ÅSameSite =LaxΥ 5ƻƴΩǘ ǎŜƴŘ ǘƘƛǎ ǿƛǘƘ ŎǊƻǎǎ-origin requests, except top-level navigation

ÅSameSite =None: Send this with any request, even cross-origin

Å²ƘŀǘΩǎ top-level navigation?
ÅNavigation that changes the URL bar

ÅImportant: this can only ever be a HTTP GETrequest

ÅBob is also leaving the site, so Eve can no longer interact with him
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Ṏ Default before 2021

Token storage:



HTTP Cookies

ÅHTTP cookies come with a variety of attributes:
ÅSameSite : do not send this for requests started by a different origin
ÅSameSite =Strict : Never send this with a cross-origin request

ÅSameSite =LaxΥ 5ƻƴΩǘ ǎŜƴŘ ǘƘƛǎ ǿƛǘƘ ŎǊƻǎǎ-origin requests, except top-level navigation

ÅSameSite =None: Send this with any request, even cross-origin

Å²ƘŀǘΩǎ top-level navigation?
ÅNavigation that changes the URL bar

ÅImportant: this can only ever be a HTTP GETrequest

ÅBob is also leaving the site, so Eve can no longer interact with him
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Ṏ
Default since 2021!

Token storage:



What canEve do?

ÅSend arbitrary GET requests
ÅBut: response data is inaccessible!

ÅSend arbitrary POST requests

ÅEmbed arbitrary JavaScript

ÅEmbed arbitrary web pages as iframes
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What canEve do?

ÅNavigate Bob to arbitrary URLs

ÅA HTTP GETrequest retrieves a resource

ÅHTTP GETrequests should not modify resources
ÅMaking the same GETrequest multiple times should be safe

ÅMethod functionality is by convention
ÅNothing is stopping you from deleting a file when a GETǊŜǉǳŜǎǘ ƛǎ ƳŀŘŜΧ
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CON recap



What canEve do?

ÅNavigate Bob to arbitrary URLs

ÅCross-Site Request Forgery
ÅSignificantly harder with the SameSite =Lax default

ÅWith the None default, forging POST forms was possible

ÅBadly-designed websites might still be vulnerable
ÅNever let GEThave side effects!

ÅNever trust URL parameters, even from trusted users!
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JavaScript localStorage

ÅPersistent key/value store in the browser

ÅEach origin has its own localStorage

ÅNot sent anywhere by default
ÅJavaScript explicitly reads the token and sends it when necessary

Å9ǾŜΩǎ ǎƛǘŜ ŎŀƴΩǘ Řƻ ǘƘƛǎΣ ōŜŎŀǳǎŜ ƛǘ Ƙŀǎ ƛǘǎ ƻǿƴ localStorage

ÅEve can embed a genuine page in an <iframe> !
ÅThe genuine JavaScript runs in the <iframe>

ÅIt has the ability to access localStorage

www.iaik.tugraz.at

56

?
Token storage:
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<iframe>

no interaction with cross-origin iframe
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