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What do you hope to see in this lecture?
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Lecture ground rules

• We color technologies, algorithms, etc. for your convenience
• State-of-the-art tech, no known vulnerabilities ✔

• This is generally safe to use!

• Outdated tech, known issues, covered for demonstration purposes ✘
• You should not use this!

• Coloring provides a very quick-and-dirty categorization for you
• Want to know why? That’s what the lecture is for 🙂
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Meet the players

www.iaik.tugraz.at

4

Alice Bob Eve Smith
she/hers she/hershe/his ????

“U
ser” b

y W
ilso

n
 Jo

sep
h

, “A
gen

t” b
y Sim

o
n

 C
h

ild
, “H

acker” b
y A

m
eth

yst Stu
d

io
, “Server” b

y w
ah

yaku
p

all fro
m

 th
e N

o
u

n
 P

ro
ject (th

en
o

u
n

p
ro

ject.co
m

), ico
n

s u
sed

 u
n

d
er C

C
 B

Y



Recall: Computer Organization and Networks

• Today’s lecture: what if CON, but everyone is evil
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• Different Layers divide tasks:
• Data Link Layer: send data locally (Ethernet, Wi-Fi)

• Network Layer: send data far away (IP)

• Transport Layer: structured transport & multiplexing (TCP, UDP)

• Application Layer: actual productive data (HTTP, DNS, SSH, NTP, BGP, …)

CON recap



Data Link Layer: Ethernet
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• Wired connections provide inherent physical security
• Without a connection to the network, Eve can’t do much!

• This is why workplaces don’t let you plug in foreign devices
• Your private laptop is a malware vector

• Going forward we’ll assume Eve has a physical network connection
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• Ethernet switches learn a mapping of switch port to MAC address

• Unicast frames are only forwarded to the “correct” switch port
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CON recap
🤔



MAC flooding attack

• Switches are embedded devices with limited memory
• What happens if the switch runs out of space for its port <-> MAC map?
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I am 00:01:00:00:00:00!

I am 00:01:00:00:00:01!

I am 00:01:00:00:00:02!

I am 00:01:00:00:00:03!

I am 00:01:00:00:00:04!

I am 00:01:00:00:00:05!

I am 00:01:00:00:00:06!

I am 00:01:00:00:00:07!

⋮



MAC flooding attack

• Switches are embedded devices with limited memory
• Many switches just drop the oldest entries when they run out of memory

• After legitimate entries are dropped, unicast frames are flooded to all ports
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⋮
I am 00:01:00:00:00:A3!

I am 00:01:00:00:00:A4!

I am 00:01:00:00:00:A5!

I am 00:01:00:00:00:A6!

I am 00:01:00:00:00:A7!

I am 00:01:00:00:00:A8!

⋮



Data Link Layer: Wi-Fi
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• Public Wi-Fi uses a shared medium
• Every client can listen to all packets

SSID: coffee
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• Public Wi-Fi uses a shared medium
• Every client can listen to all packets

SSID: coffee
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• What if the network isn’t public?
• Packets are encrypted!

• What standard is used?
• WEP ✘

• Broken since 2001

• WPA-TKIP ✘
• Broken since 2015

• WPA2 ✔
• Crypto not broken

• Available on all modern devices

• WPA3 ✔
• Crypto not broken

• Improved protocol-level security

PW: office22
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• WPA2 using Pre-Shared Key
• Using a network password

• Alternative: WPA2-Enterprise
• Uses a dedicated authentication server

• Most devices don’t support WPA3 yet
• WPA2-PSK might be the best you can get
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PW: office22

WPA2-PSK security



• The good:
• Traffic inaccessible without password

• The bad:
• Password can be brute-forced offline

• After recording a genuine user’s handshake

• Connection control not authenticated

• No forward secrecy

• Weak per-user key derivation
• If the master password is known
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PW: office22

WPA2-PSK security



• Pairwise Master Key (global)

• Derived using PBKDF2(SSID, password)

• Pairwise Transient Key (per-user)

• Derived using HMAC_SHA1(PMK, nonces, MAC addresses)

WPA2-PSK crypto
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(a very reductive overview of)

Strong password hashing function
(Hard to calculate, slow to brute-force)

Regular keyed hash function
(Very fast to calculate)

Publicly exchanged information
(provides no forward secrecy)

Unpredictable information
(makes pre-computation impossible)

🤔



Attacking WPA2-PSK crypto

• Verifying a password guess is slow…

• Verifying a Pairwise Master Key guess is fast!
• PMK only depends on SSID + password

• We can pre-calculate this!

• These rainbow tables already exist
• 1 million common passwords

• 1,000 common SSIDs

• ≈ 33GB worth of PMKs

• Solution: Don’t use a common SSID/password! ✔

www.iaik.tugraz.at

18



• What if Eve knows the password?

• Pairwise Transient Key =
HMAC_SHA1(PMK, nonces, MACs)

• Eve can passively read all exchanged data!
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PW: office22

WPA2-PSK security

PW: office22

Derived from SSID & password

Exchanged in plaintext during handshake

Publicly available



• Eve wants to observe a handshake

• WPA2 does not encrypt control frames!
• Eve can de-authenticate Bob

• Bob’s computer will then typically re-connect

• Bingo!
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PW: office22

WPA2-PSK security

From: Access Point

To: Bob’s PC

Sorry, I don’t like you 

anymore. Please re-

authenticate.



• The good:
• Traffic inaccessible without password

• Password cannot be attacked offline

• Authenticated connection control frames

• Forward secrecy is provided

• Strong per-user key derivation

• The bad:
• Not widely available (yet!)
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PW: office22

WPA3 security



• Do you turn off Wi-Fi on your phone when you go out?
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• Have you ever been on Flixbus & used Wi-Fi there?

or ÖBB trains



• What happens if Eve sets up a Wi-Fi AP with SSID Flixbus near you?

• Your phone will automatically use it to connect to the internet
• You probably won’t notice

• Eve can read all the packets along the way!
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SSID: Flixbus

Yay, free Wi-Fi!
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or OEBB, for the train-minded



The Internet Layer
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• Address Resolution Protocol
• Translates Network Layer (IP) addresses to Data Link Layer (MAC) addresses

• Simple stateless query-response protocol
• ARP request to Link Layer broadcast address

• ARP reply from the host with the desired IP address
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CON recap

🤔



ARP spoofing attack

• The Address Resolution Protocol does not provide authentication
• Eve can mislead both sides of the IP traffic

• Eve forwards packets to the correct MAC address afterwards
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From: 95:38:15:22:a3:38

To:   01:23:45:67:89:ab

Hi, 192.168.0. 1 !

I’m 192.168.0.254!
From: 01:23:45:67:89:ab

To:   ff:ff:ff:ff:ff:ff

Who’s 192.168.0.254?

I’m 192.168.0. 1 !



The Internet Layer
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(on a global scale)



• IP packets are passed onward by routers
• Two packets to the same destination might take different routes
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CON recap

Who can see your data?

• Any router that forwards your packets can see your data!



Who can see your data?

• Any router that forwards your packets can see your data!
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TU Graz public address range

Czech research & education network

Austrian research & education network

Google public address range



How is the internet interconnected?

• Direct peering
• Very fast dedicated links to high-traffic destinations

• Example: Czech research & education network <-> Google
• 1.25 gigabytes/second

• Internet exchange points
• Interconnect many participant networks

• Example: DE-CIX
• 10.4 terabytes/second between 2385 connected networks
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How is the Internet interconnected?

www.iaik.tugraz.at

32

Frankfurt

New York

In accordance with the powers vested
in the agency by the USA PATRIOT Act
of 2001, as well as the Foreign
Surveillance Act of 1978, in its
amended 2015 version, and under
threat of legal jeopardy,

you are required to:

● Give us all the data
● Don’t tell anyone



But surely they wouldn’t…
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But surely not in the EU…
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The Internet Layer
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(more shenanigans on a global scale)



• IP packets are passed onward by routers
• Two packets to the same destination might take different routes

• The Border Gateway Protocol lets network providers advertise routes
• It’s a big, collaborative, distributed shortest-path algorithm!
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CON recap

🤔

I directly connect 
to 73.64.0.0/10!



BGP hijacks

• Basic BGP assumes that connected ISPs are trustworthy
• There are ≈100,000 ASNs

• Even if all of them can be trusted – are all of them secure?

• Once a route is broadcast, it is picked up and forwarded
• More specific routes are preferred
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Autonomous System Number
(it’s a unique ID you can request if you’re an ISP)



BGP hijacks – Example

• 205.251.192.0/21 – Amazon Route53 DNS servers
• On Apr 24 2018, AS10297 starts announcing 205.251.195.0/24

• This is more specific than the actual Amazon (AS16509) announcement

• It makes its way via AS6939 to the wider internet…

• The hijack captures traffic directed to Amazon’s DNS
• Any requests for the IP of myetherwallet.com return fake results

• Users are directed to a phishing site hosted in Ukraine…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

I’m connected to
205.251.192.0/21

To get to
205.251.192.0/21

go via AS16509

The Internet on any other day…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

Hey, Google!
Where’s 

myetherwallet.com?

The Internet on any other day…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

205.251.195.239

is the name server for
myetherwallet.com

The Internet on any other day…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

Hey, 205.251.195.239!
Where’s 

myetherwallet.com?

The Internet on any other day…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

Hey there, you can find 
myetherwallet.com

at 54.192.146.38!

Genuine MEW server

The Internet on any other day…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

Hey there, you can find 
myetherwallet.com

at 54.192.146.38!

The Internet on any other day…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

I’m connected to
205.251.192.0/21

To get to
205.251.192.0/21

go via AS16509

The Internet on Apr 24, 2018…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

“205.251.195.239”

I’m connected to
205.251.192.0/21

To get to
205.251.192.0/21

go via AS16509

I’m connected to
205.251.195.0/24

But to get to
205.251.195.0/24

go via AS10297!

The Internet on Apr 24, 2018…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

“205.251.195.239”

To get to
205.251.192.0/21

go via AS16509

But to get to
205.251.195.0/24

go via AS10297!

Hey, Google!
Where’s 

myetherwallet.com?

The Internet on Apr 24, 2018…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

205.251.195.239

is the name server for
myetherwallet.com

“205.251.195.239”

But to get to
205.251.195.0/24

go via AS10297!

The Internet on Apr 24, 2018…



www.iaik.tugraz.at

49

AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

Hey, 205.251.195.239!
Where’s 

myetherwallet.com?

“205.251.195.239”

But to get to
205.251.195.0/24

go via AS10297!

The Internet on Apr 24, 2018…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

“205.251.195.239”

But to get to
205.251.195.0/24

go via AS10297!

Ah yea, you’ll definitely find 
myetherwallet.com

at 194.38.20.81!

Phishing site pretending to be MEW

The Internet on Apr 24, 2018…
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AS15169
(Google)

AS6939
(Hurricane Electric)

AS10297
(eNet Inc.)

AS16509
(Amazon)

AS?????
(Alice’s ISP)

8.8.4.4

205.251.195.239

To get to
205.251.192.0/21

go via AS16509

Hey there, you can find 
myetherwallet.com

at 194.38.20.81!

“205.251.195.239”

But to get to
205.251.195.0/24

go via AS10297!

The Internet on Apr 24, 2018…



BGP hijacking – Solutions?

• DNSSEC
• Digital signatures for DNS information

• Would prevent the imposter DNS from sending forged replies

• BGP filtering
• Would prevent the imposter advertisement from being picked up

• HTTPS
• Did its job, the phishing site would’ve popped up a security warning

• But users click past those…
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Lower Layers – Recap

• Excellent at reliably delivering your data if everyone cooperates

• Not so excellent in the face of malicious actors

• Take-aways:
• You cannot inherently trust that you are talking to the right person

• You cannot inherently trust that your data is confidential

• You cannot inherently trust that your data is unaltered

• The application layer has to take care of these things!
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Bonus: Certificate Transparency
(If we have time, otherwise next week…)
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HTTPS recap

• You open https://online.tugraz.at/ in your browser
• DNS lookup for online.tugraz.at

• Browser connects to the returned IP address

• Browser indicates that it wants to connect to online.tugraz.at

• Server sends certificate proving that it is the online.tugraz.at server
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🤔
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🤔

OK, so why should we trust them to not be lying…?



www.iaik.tugraz.at

57

🤔

OK, so why should we trust them to not be lying…?
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🤔

Source: Don’t worry, I got this.



So why do we trust these people?

• Getting into a major browser’s default trust store is hard
• Think years of lead-up time

• Browsers care a lot about the security of their trust store
• There’s a very, very long list of security and auditing requirements

• Violations will get you removed from browsers’ trust stores quickly
• If SSL certificates are your business, that means you no longer have a business

• Still not good enough for you?
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Merkle Trees
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(a very quick overview of)

Cryptographic commitment

Cryptographic proof of membership



Certificate Transparency

• Append-only log of all issued certificates using Merkle trees
• Publicly available for monitoring

• Certificates can include a proof of inclusion
• Mandatory in major browsers since 2021
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