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Hardware acceleration of Zero-Knowledge Proof systems.

Contact person: Florian Hirner and Ahmet Can Mert



Classical topics in Cryptographic Engineering

Random Number Generation
1. Unified hardware for all statistical tests including several new ones.
2. Studying and designing new kinds of TRNGs
3. Active attacks on RNGs.

Symmetric-key Cryptography
1. Efficient implementation of lightweight ciphers
2. Side-channel protection using masking

Physically Unclonable Function (PUF)
1. Implementing PUFs in FPGAs
2. Studying machine learning attacks on them
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