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Motivation: Integration Testing %8
=

Software Under Test
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White-box Black-box
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White-box FSM

Symbolic Execution

= Learn |sJEldGelod( by automata learning.
= Execute learned setup symbolically.
= Test software under test automatically.
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Does it Work? Really!? S

S

We build file systems on top of
disks (controller, content). Petit FAT

We found the following bug File System
automatically.

type type

X unsi gned char*————1 r————+»y synbolic buffer

fs->csize = buf[ BPB_SecPerClus - 13];
fs->n_rootdir = LD-WORD( buf + BPB_Root EntCnt - 13);
tsect = LD-WORD( buf + BPB_Tot Secl6 - 13);

If (!tsect) tsect = LD-DWORD( buf + BPB_Tot Sec32 - 13);
ncl st = (tsect

- LD-WORD( buf + BPB_RsvdSecCnt - 13) - fsize
- fs->n_rootdir / 16 ) / fs->csize + 2;
fs->n_fatent = (CLUST) ntl st; *

{ division by zero z overfl ow
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Minimally Adequate Teacher

-
4

Membership Queries

A

A

Equivalence Queries

Y

Learner Oracle

= Membership Queries
= What is the reaction of [JEld&sled( to an input word?

= Equivalence Queries
= Did I learn the right model? If not what is a counterexample?
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Inputs

Mealy Machines with One Timer

2
Outputs
Next State > State Register > Output Logic P >
Logic
A A
—> Timer .
fimeout
timeout
i/01, set-timer(20s)

timeout /oo,

i/03, set-timer(oo)

Institute for Applied Information Processing and Communications

1/27/2020

set-timer(20s)

SCOS

Secure & Correct Systems



Learning
Mealy Machines with One Timer

Extending Active Automata Learning
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Membership Queries

<
<

<
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Equivalence Queries

Y

Learner Oracle

= Membership Queries
= How long does it take for the [s]zle|gsle)s tO react an input word?

= Equivalence Queries
= Did I learn the right model? If not what is a counterexample?
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N Interface: Inputs and Timeout

i)

timeout

= |nput Symbols
= Explicit inputs to the SUL
= Timeout Symbol
= An implicit input to the SUL
= Observe SUL’s output for maximum A time units
= |[f an output happens then a timeout has occurred
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Interface: Outputs + stopwatch
input ﬂ > output
timeout )

= |n Response to Inputs with a time measure of zero.

= |n Response to Timeout Symbol
= No output seen in A time units.

= output with a time measure § < A
indicates a timeout occurred after § time units.
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Membership Query

a/l '
. InpUt Word set_timer(20) timeout /e
= q,timeout
= Prefixes
timeout/2
e set_timer(20)
"a

= q,timeout

= Queries
= ¢ timeout

timeout/?2

= q,timeout
= q,timeout, timeout
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Membership Query contd.

a/1 .
B InpUt Word set_timer(20) timeout/e
" a,a,timeout
= Prefixes
s ¢ a/l timeout /2
set_timer(20) set_timer(20)
"a
" aa

" q,a,timeout timeout/2

=  Queries

= ¢ timeout

timeout/?2
set_timer(20)

= q,timeout _
timeout/?2
" q,a,timeout

" q,a,timeout, timeout
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Practical Challenges

i/o
set_timer(5)

Timeout occurs attime § ——> <—— Timeout does not occur!

i/o

stop_timer()

<—— Timeout occurs at time §

|

Timeout does not occur!
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Interface: Delays + stopwatch

input ﬂ > output

i)

timeout, delay

= Delay Symbol
= Dummy input
= Learner knows about it.
= SUL/Oracle knows nothing about it.
= Whenever delay occurs, learners wait for d < A.
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Practical Challenges contd

Query m.i. timeout
Timeout occurs at time §

Query . delay.i.timeout
Timeout occurs at time &'

If 6" = 6 — d then timer
reset does not occur, else
timer is reset to 6.
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Learning IEEE802.11@

Unblocking Uncontrolled Port
to Initiate 4-Way Handshake
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B |[EEE802.11 Authenticating State Machine

State 1

= |EEE802.11 Standards

Unassociated

specifies security 7
mechanisms for V2 \

IEEE Std 802.11 authentication 1. Successful (Re)Association —
No RSNA Required

. Deauthenticati ¢
Wireless Networks. D ubenteaton 7 Fast 855 Traniton

- : State 2
did not perform
IEEE Std 802.11 authentication) Authenticated (except DMG STAs that do 3. PBSS 4-way handshake
not perform IEEE Std 802.11 authentication, [ gccessful
» which are unauthenticated), Ur iated

Class 1 & 2 Frames

= Often implemented as |

Successful

4 -Wa y h a n d S h a ke i n 1. Unsuccessful (Re)Association repssosaten ; oA Rl

. (Non-AP and non-PCP STA) State 3
Access Pointsk > Dissssociaton Aushoniicated oxcopt DNG STAs that ot
- perform IEEE Std 802.11 authentication,

which are unauthenticated), Associated
(Pending RSNA Authentication)

Deauthentication
(except DMG STAs that
{«¢—mn—— did not perform IEEE —{
Std 802.11
authentication)

Class 1,2 & 3 Frames
IEEE 802.1X Controlled Port Blocked

= No available
Implementations
Authenticated (except DMG STAs that did not

u Testi n g a uth e nti Cati O n 2 Disassociation perform IEEE Std 802.11 authentication,

which are unauthenticated), Associated

Ste p iS a CceSS pOi nt Deauthentioaton (RSNA Established or Not Required) -

| (except DMG STAs that did not Class 1, 2, & 3 Frames
S peC ifi C perform I[EEE Std 802.11 IEEE 802.1X Controlled Port Unblocked

4-way handshake Successful

1. Unsuccessful (Re)Association
(Non-AP and non-PCP STA) State 4

authentication)

Figure 11-13—Relationship between state and services between a given pair of nonmesh
STAs
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] [ ] ]
Initiating IEEE802.11 4-Way Handshake
[ ]
- Controlled
Unauthenticated, Port Blooked
Unassociated
Class 1 Frames
Successful
IEEE Std 802.11 authentication 1. Successful (Re)Association —
No RSNA Required STA AP
Deauthentication
(except DMG STAs that State 2 2. Fast BSS Transition
did not perform - IEEE Std 802.11 probe request
IEEE Std 802.11 authentication) Authenticated (except DMG STAs that do 3. PBSS 4-way handshake -
not perform IEEE Std 802.11 authentication, Successful lad
- which are unauthenticated), Ur iated
|IEEE Std 802.11 probe response (security parameters)
Class 1 & 2 Frames =
‘ IEEE Std 802.11 open system authentication request
Successful »
(Re)Association — RSNA Required =
1. Unsuccessful (Re)Association o
(Non-AP and non-PCP STA) Sta*te - P |IEEE Std 802.11 open system authentication response
2. Disassociation Authenticated (except DMG STAs tt!at (:lid not o ]
< perform IEEE Std 802.11 authentication, |IEEE Std 802.11 association request (security parameters)
Deauthentication which are unauthenticated), Associated »
(except DMG STAs that (Pending RSNA Authentication)
i t perfi |IEEE — iati
le—t— did "Zté’iog'ﬂ Class 1, 2 & 3 Frames Uncontrolled P IEEE Std 802.11 association response
o IEEE 802.1X Controlled Port Blocked l
authentication) Port Unblocked
[
|
4-way handshake Successful IEEE Std 802.1X controlled port blocked
1. Unsuccessful (Re)Association +
(Non-AP and non-PCP STA) State 4
2. Disassociation Autherrf\ticatleEdE(Eexscizﬁo[;l\:lf 81;:5 t?attc.lid not
perform .11 authentication, : b _| ichi i
which are unauthenticated), Assoclatod Figure 4-25—Establishing the IEEE 802.11 association
(RSNA Established or Not Required) <
Deauthentication
[ (except DMG STAs that did not Class 1, 2, & 3 Frames
perform IEEE Std 802.11 IEEE 802.1X Controlled Port Unblocked Controned
authentcaton) Port Unblocked
Figure 11-13—Relationship between state and services between a given pair of nonmesh

STAs
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= Reverse Engineer

root@kali: »
TOOU@AaE ~ 137,41

CH 13 ¢ Elapsed: 48 s 11 2017-65-05 10:05

BSSID PWR Beacons #Data, #/s

CH M8 ENC CIPHER AUTH Esstp

N
dod. N
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~
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]

= Transmitter STA
= Sends inputs to AP

= Receiver STA
= Sniffs outputs of AP

Institute for Applied Information Processing and Communications
112712 020 Secure & Correct Systems




TU

Grazm

IEEE802.11 Controller in Huawei’s Android

{ProbeReq/ProbeResp, Deauth(leaving)/void}
set-timer(co) timeout/Disas(inactivity)

set-timer(oo0)

{ProbeReq/ProbeResp,
Deauth(leaving)/void,
timeout/Deauth(expired)}

set-timer(oco)

—

Auth(Open)/Auth(success)
set-timer(500ms)

Auth(Open)/Auth(success)
set-timer(500ms)

adM)1d

AssoReq/AssoResp(success)+
E1(KD=WPA2|CS=SHA1)
set-timer(2.5s)

Q
[
(sg'z)1owry-108

Auth(Open)/Auth(success)
set-timer(1s)

(TVHS=SDlzvdm
+(sseoons)dsejossy /bayjossy

Disas(leaving) /void Auth(Open)/Auth(success)

set-timer(500ms)

e Disas(leaving)/void
O set-timer(oco)

{Deauth(leaving)/void, Disas(leaving)/void, ProbeReq/ProbeResp,
AssoReq/Deauth(class3-nonass)+Deauth(not-auth)}

set-timer(co)

Disas(leaving)/void

{Deauth(leaving)/void, ProbeReq/ProbeResp,
AssoReq/Deauth(not-auth)}

set-timer(co)

MMA1T of a Huawei Mate10-lite that captures granting uncontrolled port. Double and triple edges represent a set of
transitions. We rounded timer values to the nearest 500ms and marked specification violations with the color red.
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Bachelor’'s and Master’s Projects

Want to “Learn” More?
Let's do it!

@ @ ZIg bee Controller Area Network Bus
Qauic
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