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B Formal Methods for System Verification

Logical Formulas

Formal
Specification

Verification

satisfied violated
(+ certificate) (+ counterexample)
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B Formal Methods for System Verification

Logical Formulas

Formal
Specification

Synthesis

controller that No such
satisfies the spec controller
exists
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“ Temporal Logic in Verification est. 1977

THE TEMPORAL LOGIC OF PROGRAMS#*
Amir Pnueli

Summary:

A unified approach to program verification is
suggested, which applies to both sequential and
parallel programs. The main proof method suggested is
that of temporal reasoning in which the time depend-
ence of events is the basic concept. Two formal
systems are presented for providing a basis for tem-
poral reasoning. One forms a formalization of the
method of intermittent assertions, while the other is
an adaptation of the tense logic system K;, and is

particularly suitable for reasoning about concurrent
programs.

PSS
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Reasoning about Software Systems

= Variables
= Atomic propositions: p,r,g,i,n

= State
= An assignment

= Formula
= Set of states,
»= The set of assignments satisfying it
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A Reasoning about Software Systems

= Variables
= Atomic propositions: p,r,g,i,n

= State
= An assignment

= Formula
= Set of states,
= The set of & 7ng it
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Linear Temporal Logic (LTL)

= [InLTLtimeis
» implicit,
= discrete,
* has a beginning,
= runs to infinity.

= The model of an LTL formulais
= infinite sequence of states: m: sy, 51, Sy, ...

Institute for Applied Information Processing and Communications SC@S
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) LTL: Syntax

= Elements:
= Atomic propositions: p,r,g,i,n
= Boolean Operators: AV = —
= Temporal Operators: GFXUR

¢ = (P)[-plpAP|PpV DI
PUG[PdRP|GP|FP|Xp|p

Institute for Applied Information Processing and Communications SC@S
2020-03-31 Secure & Correct Systems
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) LTL: Semantic

Formula Meaning

¢ (o) —( )—()—> .
x(¢)  (D—e)r—()— .
G(¢)
F(¢)
dUY () .
sRyY  (Wr—(p—()— .
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B LTL: Semantic

Formula Meaning

¢ ¢ holds in begging of time
X(¢) ¢ holds in next time step
G(¢p) ¢ holdsin all time steps
F(¢) ¢ holds in (at least) one future time step

¢ Uy ¢ holdsinall time steps, until eventually ¥ holds

R Y holds in all time steps up to and including the step ¢ holds,
$RY or  holds forever

Institute for Applied Information Processing and Communications SC(.)S
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B Example: ¢ = Xa

a 0 I 0 0 I I I 0 I I 0

Xa I 0 0 I I I 0 I I 0 0

Institute for Applied Information Processing and Communications SC(.)S
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) Q1: ¢ = G(a - b)

a 0 I 0 0 I I I 0 I I 0
b I I 0 0 I I 0 0 I 0 0
a—b
G(a — b)
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Y Q1: ¢ = G(a - b)

a 0 I 0
b I I 0
a—b I I I
G(a — b) 0 0 0

Institute for Applied Information Processing and Communications
2020-03-31

SCOS

Secure & Correct Systems



AK Design and Verification 2020 Linear Temporal Logic ﬂl—u

B Q2: ¢ = GFp
| step

p 0 I 0O O I I I 0 I 0O O I 0

Fp

GFp
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Q2: ¢ = GFp
e

p 0 I 0O O I I I 0 I 0O O I 0

Fp I I I I I I I I I I I I I

GFp I I I I I I I I I I I I I
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B Q3: ¢ = G(a > Xb VFc)
e

a 0 I 0 0 I I I 0 I I 0

b I I 0 0 I I 0 0 I 0 0

C I 0 0 I I 0 0 0 0 0 0

Xb
Fc
XbV Fc

a—- XbVFc

¢

Institute for Applied Information Processing and Communications SC@S

2020-03-31 Secure & Correct Systems




AK Design and Verification 2020 Linear Temporal Logic ﬂ-!s-u

Q3: ¢ = G(a - X(b) VF(c))
e

a 0 | 0 0 | | | 0 | | 0
b | | 0 0 | | 0 0 | 0 0
c | 0 0 | | 0 0 0 0 0 0
Xb | 0 0 | | 0 0 | 0 0 0
Fc | | | | | 0 0 0 0 0 0
Xb V Fc | | | | | 0 0 | 0 0 0
a—-XbVFc | | | | | 0 0 | 0 0 |
¢ 0 0 0 0 0 0 0 0 0 0 |
Institute For Applied Information Processing and Communications SC(.)S

2020-03-31
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N Q4:9p=aUD

a I I I 0 I I I 0 I I 0
b I 0 0 I 0 0 0 0 I 0 I
¢=aUb
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) Q4:p=alUb

a I I I 0 I I I 0 I I 0
b I 0 0 I 0 0 0 0 I 0 I
¢ =alUb I I I I 0 0 0 0 I I I

Institute for Applied Information Processing and Communications SC@S
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) Homework: ¢ = F(=a AX(=b U a))

a 0 0 0 0 I I I I

b 0 I 0 0 0 I I I

—a
—-b
-bUa
X(=b Ua)

—a N\ X(_Ib U Cl)

¢
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B Temporal Expansion: Globally

Formula Semantic

¢
X(¢)
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B Temporal Expansion: Globally

Formula Semantic

¢
X(p)
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B8 Temporal Expansion: Globally

Formula Semantic

s
X(p)

(o —(o)—o)— .. —(o)—{s)—>..
¢ r T

G(¢)
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B Temporal Expansion: Globally

Formula Semantic

¢
X(¢)

b A XG(¢)
|

> X G(¢)

Institute for Applied Information Processing and Communications SC(.)S
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B8 Temporal Expansion: Future

Formula Semantic

¢
X(¢)

¢ AXG()
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B8 Temporal Expansion: Future

Formula Semantic

¢
X(¢)

¢ AXG()
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Temporal Expansion: Future

Formula Semantic

¢
X(¢)
¢ A XG(e)

Institute for Applied Information Processing and Communications
2020-03-31
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B8 Temporal Expansion: Future

Formula Semantic

¢
X(¢)
¢ AXG(¢)

¢ v XF(¢) ?T

§ T

F(¢)
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f8 Temporal Expansion: Until

Formula Semantic

¢
X(p)

¢ ANXG(p)
¢ VXF(p)

(pUY)
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B Temporal Expansion: Until

Formula Semantic

¢
X(p)

® AXG(¢)
® v XF(¢)

q|b Ny SE ) S—
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B Temporal Expansion: Until

Formula Semantic

¢
X(p)

® AXG(¢)
® v XF(¢)

’ NG, SN, S

|

(pUY)
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B Temporal Expansion: Until

Formula Semantic

¢
X(p)

® AXG(¢)
® v XF(¢)

d A X(PpUY) —>@—>@—>

i |

(pUY)
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f8 Temporal Expansion: Until

Formula Semantic

¢
X(p)

® AXG(¢)
® v XF(¢)

PV (q|b/\ X(¢Uy)) —>@—>@—>
gy |

(pUY)
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B Temporal Expansion: Release

Formula Semantic

"
X(¢)
b A XG(0)
¢ v XF(9)
PV (p AX(PUY)) w0 )— .

Institute for Applied Information Processing and Communications SC(.)S
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B8 Temporal Expansion: Release

Formula Semantic

b
X(¢)
b A XG(0)
¢ V XF(0)
PV (p AX(PUY)) w0 )— .
R A e PG e i SCOS

2020-03-31 o8 oorons Sy

Y




AK Design and Verification 2020 Linear Temporal Logic ﬂ-!s-u

B8 Temporal Expansion: Release

Formula Semantic

¢
X(p)

® AXG(¢)
® v XF(¢)
¥V (6 AX(@UP)) - — .

vaC X@RY) (i) (D) .. —{ne—()— ..

Institute for Applied Information Processing and Communications SC(.)S
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Temporal Expansion: Release

Formula Semantic

¢
X(p)

® AXG(¢)
® v XF(¢)
¥V (6 AX(@UP)) - — .

YAl X@RY) (D)—p(w)—(p)—> -
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B8 Temporal Expansion: Release

Formula Semantic

®
X(p)

® AXG(¢)
® v XF(¢)
¥V (6 AX(@UP)) - — .

YA (P VEQGRY) ()—(8)—(p)—> . (haf—(—> ..
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B9 Temporal Expansions

Formula Semantic

¢
X(¢)
b A XG(0)
¢ V XF(0)
PV (p AX(PUY)) w0 )— .
YA (o VX(@PUY)) (p—(v)—(p)—> ..
nstitute For Aplid nformation Processing and Communictins SCOS
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W LTL Identities
* Gp = p AXGo » G = —F-¢
» F¢p =¢VXFop » F¢p = -G
= pUY =9V (pAX(pUY)) = Fp = TrueU ¢
" ¢RY =9y A(pVX(PRY))
" ¢RY=-(-¢U0)

= Homework
* rewrite G(r = Fg) only using Release.
* rewrite F(r = Gg) only using Until.

Institute for Applied Information Processing and Communications SC@S
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P Two Kinds of Properties -
What's the difference?

1. G(a - Xb) 2. G(a - Fb)

Institute for Applied Information Processing and Communications SC@S
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W Safety and Liveness Properties

= Safety
* nothing bad will happen
* finite counterexamples
» bad prefixes cannot be extended to good traces

= Liveness
= something good will happen
= infinite counterexamples
» bad traces can be extended to good traces

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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P Two Kinds of Properties -
What's the difference?

1. G(a - Xb) 2. G(a - Fb)
a I 0 2 a I 0 2
b 0 0 7 b 0o 0 2

HINT!

Institute for Applied Information Processing and Communications SC(.)S

2020'03'31 Secure & Correct Systems
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I Two Kinds of Properties -
Q5: What's the difference?

1. G(a - Xb) 2. G(a - Fb)
e
a | 0 2 a I 0 2
b 0 0 b 0 0 2
Xb o 1 2 Fb S
a - Xb R a - Fb S
G(a - Xb) 0 (V.S G(a - Fb) (0_0)

Institute for Applied Information Processing and Communications SC@S
2020-03-31

Secure & Correct Systems
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Two Kinds of Properties -
Q5: What's the difference?

1. G(a - X(D)) 2. G(a - F(b))
| e
a I 0 2 a I 0 O
b o 0 ? b 0 0 ©
X(b) o 7 2 F(b) 0 0 ©
a - X(b) o ? 2 a - F(b) 0 0 ©
G(a - X(b)) 0 \(W).JS G(a - F(b)) o 0 0

Institute for Applied Information Processing and Communications SC@S
2020-03-31

Secure & Correct Systems
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A Definition of Biichi Automata

X

Set of States Q o

Initial state g, € Q O x

Alphabet X

= In our case: often ¥ = 2F

= P:atomic propositions
Labeled edgesE € Q XX X Q
Accepting States F € Q

= Usually marked with double-circle

Institute for Applied Information Processing and Communications SC@S
2020-03-31

Secure & Correct Systems
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Runs of Biichi Automata

= Given: Input trace o = gy070, ... E ¢

= Run: (Infinite) sequence of states p = qy,919; ...
= g, isinitial state
» Foralli > 0: (C[l’, Ui:CIi+1) e E

= AcceptingRun:inf(p) N F # @

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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N Biichi Automata vs. LTL Formulas

= Bilchi Automaton B
» Language L(B): Set of traces with accepting runs

= LTL Formula ¢
= Language L(¢): Set of traces that satisfy formula

= Expressiveness
= | TL — BUchi
= Blchi-» LTL

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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B Notions of Biichi Automata

= Complete vs. Incomplete
= |n every state, (at least) one edge for every letter?

= Deterministic vs. Non-Deterministic
= |n every state, not more than one edge per letter?

» Generalized Biichi Automata
= Accepting condition F: set of sets of states

= Accepting runs visit at least one state
of every set of F infinitely often

= As expressive as Buchi Automata

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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LTL to Biichi Automata

= Formula rewriting
= Formula in Negated Normal Form (NNF)
= Apply temporal expansions until “done?!”

= Core translation
= LTL formula = Generalized Bichi Automaton
= Automaton size is exponential in the size of formula

= Generalized Blchi Automaton = Buchi automaton
= Degeneralization (beyond the scope of this lecture)

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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Core Translation: Formula Rewriting

= Givenan LTL formulain NNF
= Expand till no outer temporal operator except for neXt
= Rewrite in Disjunctive Normal Form
» treatX¢ and literals the same

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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Core Translation: Formula Rewriting

= Givenan LTL formulain NNF
= Expand till no outer temporal operator except for neXt
= Rewrite in Disjunctive Normal Form
» treatX¢ and literals the same

Fp =pV XFp

Institute for Applied Information Processing and Communications SC@S
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Core Translation: Formula Rewriting

= Given an LTL formulain NNF
= Expand till no outer temporal operator except for neXt
= Rewrite in Disjunctive Normal Form
» treatX¢ and literals the same

Fp =pV XFp

= Adisjunct reveals obligations for now and next
p = p A Xtrue
XFp = true A XFp
true = true A Xtrue

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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Core Translation: Automata Construction

Each disjunct represents a states and some edge:

p A Xtrue true A XFp

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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Core Translation: Automata Construction

= Each disjunct represents a states and some edge:

p A Xtrue true A XFp

Fp (@ @

Institute for Applied Information Processing and Communications SC@S

2020-03-31 Secure & Correct Systems
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Core Translation: Automata Construction

= Each disjunct represents a states and some edge:

p A Xtrue true A XFp
Fp (®; (D
true 0
Institute for Applied Information Processing and Communications SC@S
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Core Translation: Automata Construction

= Each disjunct represents a states and some edge:
p A Xtrue true A XFp

IO S

true 0

Institute for Applied Information Processing and Communications SC@S
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Core Translation: Automata Construction

= Each disjunct represents a states and some edge:

p A Xtrue true A XFp
” 2 &
true 0‘
Institute for Applied Information Processing and Communications SC@S
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Core Translation: Automata Construction

= Each disjunct represents a states and some edge:

p A Xtrue true A XFp
” 2 &
true 0‘
Institute for Applied Information Processing and Communications SC@S

2020-03-31 Secure & Correct Systems



AK Design and Verification 2020 Linear Temporal Logic ﬁl—u
B Core Translation: Automata Construction

= Each disjunct represents a states and some edge:
p A Xtrue true A XFp

Fp (p) <§>
true Q‘

= jnitial states
= all green states of the initial disjuncts

Institute for Applied Information Processing and Communications SC@S
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B Core Translation: Accepting Condition

= F: multiple accepting sets

= One for each Until sub-formula (¢ U v)

= 3state is acceptingifit doesn’t have X(¢ U @) inits
conjunct, or it satisfies .

Institute for Applied Information Processing and Communications SC@S

2020'03'31 Secure & Correct Systems
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8 Core Translation: Accepting Condition

= F: multiple accepting sets

= One for each Until sub-formula (¢ U v)

= 3state is acceptingifit doesn’t have X(¢ U @) inits
conjunct, or it satisfies .

Remember LTL identities!

Institute for Applied Information Processing and Communications SC@S

2020-03-31 Secure & Correct Systems



AK Design and Verification 2020 Linear Temporal Logic ﬁl—u
B Core Translation: Automata Construction

= State is accepting if it doesn’t have X(¢ U y) in its
conjunct, or it satisfies .

p A Xtrue true A XFp

Fp @ é)

true @‘

Institute for Applied Information Processing and Communications SC@S
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B Core Translation: Labeling Edges

= State's incoming edges are labeled
with literals they represent

Institute for Applied Information Processing and Communications SC@S
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Core Translation: Globally Automaton

= Gp
= Rewrite: p A XGp
= DNF:p A XGp
= Automata:
p A XGp

l

Institute for Applied Information Processing and Communications SC@S
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8 Core Translation: Globally Automaton

= Gp
= Rewrite: p A XGp
= DNF:p AXGp
= Automata:
p A XGp
= Gp
p

Institute for Applied Information Processing and Communications SC@S
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Core Translation: Until Automaton

" pUgq
= Rewrite:qVpAX(pUq)

Institute for Applied Information Processing and Communications SC@S
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9 Core Translation: Until Automaton

" pUgq
= Rewrite:qVpAX(pUq)
* DNF: g AXtrueVp AX(pUq)

Institute for Applied Information Processing and Communications SC@S
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9 Core Translation: Until Automaton

" pUgq
= Rewrite:qVvVp AX(p Uq)
* DNF: g AXtrueVp AX(pUq)
= Automata:

p AX(p Uq) g A Xtrue

WG @

Institute for Applied Information Processing and Communications SC@S
2020-03-31

Secure & Correct Systems
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Core Translation: Until Automaton

" pUgq
= Rewrite:qVpAX(pUq)
* DNF: g AXtrueVp AX(pUq)
= Automata:

p AX(p Uq) g A Xtrue

v () 0
+ true o

Institute for Applied Information Processing and Communications SC@S
2020-03-31
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Core Translation: Until Automaton

" pUgq
= Rewrite:qVpAX(pUq)
* DNF: g AXtrueVp AX(pUq)
= Automata:

p AX(p Uq) g A Xtrue

"pUq é} @
" true c‘

Institute for Applied Information Processing and Communications SC@S
2020-03-31
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Core Translation: Until Automaton

" pUgq
= Rewrite:qVpAX(pUq)
* DNF: g AXtrueVp AX(pUq)
= Automata:

p AX(p Uq) g A Xtrue

"pUgq Qé) @
= true 0‘

Institute for Applied Information Processing and Communications SC@S
2020-03-31
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Core Translation: Until Automaton

" pUgq
= Rewrite:qVpAX(pUq)
* DNF: g AXtrueVp AX(pUq)

= Automata:
pAX(pUq) g A Xtrue
p
"pUgq p
p
" true

Institute for Applied Information Processing and Communications SC@S
2020-03-31
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Core Translation: Release Automaton

] p Rq
* Rewrite:g A (p VX(pRQ))

Institute for Applied Information Processing and Communications SC@S
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Core Translation: Release Automaton

] qu
* Rewrite:g A (p VX(pRQ))
* DNF: g Ap AXtrue Vg AX(pRq)

Institute for Applied Information Processing and Communications SC@S
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Core Translation: Release Automaton

" PRg
: Rewrite:q/\(pVX(qu))
* DNF:gAp AXtruevg AX(pRq)
= Automata:

g \p A Xtrue g AX(pRq)
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Core Translation: Release Automaton

" PRg
: Rewrite:q/\(pVX(qu))
* DNF:gAp AXtruevg AX(pRq)
= Automata:

g \p A Xtrue g AX(pRq)
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Core Translation: Release Automaton

" PRg
: Rewrite:q/\(pVX(qu))
* DNF:gAp AXtruevg AX(pRq)
= Automata:

g \p A Xtrue g AX(pRq)

"pRg @ @
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Core Translation: Release Automaton

" PRg
: Rewrite:q/\(pVX(qu))
* DNF:gAp AXtruevg AX(pRq)
= Automata:

g \p A Xtrue g AX(pRq)
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B Core Translation: Release Automaton

" PRg
: Rewrite:q/\(pVX(qu))
* DNF:gAp AXtruevg AX(pRq)
= Automata:

g \p A Xtrue g AX(pRq)
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B Core Translation: Release Automaton

" PRg
: Rewrite:q/\(pVX(qu))
* DNF:gAp AXtruevg AX(pRq)
= Automata:

g A\ p A Xtrue g AX(pRq)

pAq q
e g
q
" {rue 1 @D‘
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) Example: ¢ =F(pV q)

* F(pvaq)
= Rewrite:pvqVXF(pVq)
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8 Example: ¢ =F(pV q)

* F(pva)
= Rewrite:pvqVXF(pVq)
= DNF: p A Xtrue V g A Xtrue Vtrue AXF(p V q)
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B Example: ¢ =F(pV q)
* F(pvaq)
= Rewrite:pvqVXF(pVq)
= DNF: p A Xtrue V g A Xtrue Vtrue AXF(p V q)
= Automata:

p AXtrue trueAXF(pVqg) qAXtrue

" Flpva) @ @ @
. true @5
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Example: ¢ = F(p V q)

* F(pvaq)
= Rewrite:pvqVXF(pVq)
= DNF: p A Xtrue V g A Xtrue Vtrue AXF(p V q)
= Automata:

p AXtrue trueAXF(pVqg) qAXtrue

“Fove) (p) @ (q)
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B Example: ¢ =F(pV q)

* F(pvaq)
= Rewrite:pvqVXF(pVq)
= DNF: p A Xtrue V g A Xtrue Vtrue AXF(p V q)
= Automata:

p AXtrue trueAXF(pVqg) qAXtrue

“Fopvg (p) @ (¢)

" true 0‘
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Example: ¢ = F(p V q)

* F(pvaq)
= Rewrite:pvqVXF(pVq)
= DNF: p A Xtrue V g A Xtrue Vtrue AXF(p V q)
= Automata:

p AXtrue trueAXF(pVqg) qAXtrue

“Fopvg (p) @ (¢)

" {rue @‘
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Example: ¢ = F(p V q)

* F(pvaq)
= Rewrite:pvqVXF(pVq)
= DNF: p A Xtrue V g A Xtrue Vtrue AXF(p V q)
= Automata:

p AXtrue trueAXF(pVqg) qAXtrue

" {rue
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3 Homework: ¢ = GFp

= Translate GFp to Generalized Buchi Automaton

Institute for Applied Information Processing and Communications SC@S

2020-03-31 Secure & Correct Systems



